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? DIOG Overview 





* [he DIOC was written to implement The Attorney General's 


Guidelines for Domestic FB! Operations (AGG-DOM) and applies to al 
domestic investigative activities and intelligence collection conducted 
by the FBI. 


* [he Domestic Investigations and Operations Guide (DIOG) was 
approved by FBI Director Robert Mueller on December 16, 2008. 


* [he purpose of the DIOG is to standardize policy to ensure that 
criminal, national security, and foreign intelligence investigative 
activitles are consistent throughout the FBI. 


* [he DIOG applies to all FBI employees, Task Force Officers, and all 
other individuals operating under FBI authority. 
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| Investigation Progression 





The DIOG provides guidance throughout the FBI 


investigative process. Investigations progress through 
ollowing three phases: 


* Assessment 
* Preliminary Investigation 


* Fuli Investigation 
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Assessmen 





Prior to opening an assessment, an FBI employee must: 


* determine an authorized purpose 


* follow specific work flows for management and 
documentation: 


not initiate based solely on the exercise of these Firs 
Amendment rights; (unless a group exercising its First 
-Amendment rights also threatens or advocates - | 
violence or destruction of property 


* and must ensure that the assessment is an 
appropriate use of personnel and financial resources. 
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Preliminary Investigations 





A Preliminary Investigation may be initiated if 


* a lederal crime or a threat to the national security has, 
IS or may occur, or; 


.. s anindividual, group, property or activity is or may be 
a target of federal criminal activity or threats to the 
national security: and 


• the investigation may obtain information relating to 


the subject(s) involvement in such activities or protect 
against the activity or threat 
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Full Investigations 





The AGG-DOM authorizes a third level of investigative 
activity-predicated investigations. Full Investigations may 
be initiated if there is an “articulable factual basis” 0 
possible criminal or national threat activity. 


The three types of Full Investigations include: 
* Single and Multi-subject 
* Enterprise 
* Positive Foreign Intelligence. 
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Sensitive Investigative Matters 





Investigations and Assessments are deemed “Sensitive 
Investigative Matters (SIMs) when they involve activities of 


* A domestic public official (involving corruption or 
national security threat 


* A political candidate (involving corruption or national 
Security threat 


* Areligious or political organization, or individual 
| prominent in such | | | | | 


+ News media 
+ Matters having an academic nexus 


* Any other matter which should be brought to the 
attention of FBIHQ or DOJ, in the judgment o 
authorizing official 
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Undisclosed Participation (UDP 





* Policy driven by EO 12333 


+ AGG-Dom required a UDP policy and AC 
approval of that policy 


+ FBI Policy seeks uniformity in National Secur 
Investigations and Criminal investigations 
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ІШ Participation (UDP) 





General Undisclosed Participation (UDP) 


* General UDP occurs when an FBI employee or Confidential Human Source (CHS), 
acing on behalf of the FBI, becomes a member or participates in the activity of an 
organization without disclosing FBI affiliation to an appropriate official of the 
organization 


* “Organization” means an association of two or more persons formed for any lawful 
purpose (social, political, religious, business, etc.) 
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Undisclosed Participation (UDP 
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The following charts outline Investigative Methods and 


approval requirements for these methods, as well as the 
categories of Investigations. 
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Investigative Methods Summary 


kg Authorized Methods for Assessments and Predicated Investigations 
| М | ote: Red indicates methods not allowed under a particular operational activity; Green indicates methods allowed. 





Assessments 
Preliminary 
Investigations 
Investigations 


Full 





Obtain publicly available information E 


-Access and examine FBI and other DOJ records, and obtain information from any FBI or DOJ personnel 





Access and examine records maintained by, and request information from, other federal, state, local, tribal, or foreign governmental entities or 
agencies 

















Use online services and resources (whether nonprofit or commercial) 

Use and recruit human sources in conformity with AG Guidelines Regarding the Use of FBI Confidential Human Sources 
Interview or request information from members of the public and private entities 

Accept information voluntarily provided by govemmental or private entities 

Engage in observation or surveillance not requiring a court order 

Mail covers | 


Physical searches of personal or real property where a warrant or court order is not legally required because there is no reasonable expectation 
of privacy (e.g., trash covers) 


Consensual monitoring of communications, including consensual computer monitoring, is subject to legal review by the CDC or the FBI OGC, 
Where a sensitive monitoring circumstance is involved, monitoring must be approved by the Criminal Division or, if the Investigation concerns 
foreign intelligence or a threat to the national security, by the National Security Division 


Use of closed-circuit television, direction finders, and other monitoring devices, subject to legal review by the CDC or FBI OGC 
Polygraph examinations 
Undercover operations 


Compulsory process as authorized by law, including Federal Grand Jury and other subpoenas and National Security Letters (Federal Grand Jury 
subpoenas for telephone and electronic mail subscriber records can be used during type 1 and 2 Assessments only) 


Accessing stored wire and electronic communications and transactional records 
Use of pen registers and trap and trace devices 


Electronic surveillance 






Foreign Intelligence collection under Title VII of FISA 









Physical searches, including mail openings, where a warrant or court order is legally required because there is an expectation of privacy 
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Investigative Methods Approval Summary 





NoneRequired 
SSAApproal 


NoneRequired 
Not Permitted 
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"1. Investigative Methods Approval Summary 
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| Assessments n  Aesessm ents я ооо и Predicated Ки — | n Intelligence 


CO ë Te 
Physical searches of personal or real property where 
441 warrant or court or der is not legally required 
{because there is no reasonable expectation of privacy р2 


(eg) b7E 
19 Consensual m onitoring of communications, including Not Permitted CDC or OGC Review CDC or OGC Review 
consensual com puter monitoring SSA Approval SSA Approval 
Consensual m onitoring of communications, including , Кк а 
Ми consensual com puter m onitoring, with a sensi tive Not Permitted CDC or OGC ші 5 к Кроа. 0010 ттар CDG поке 5 T уде, DOJ 
monitoring circumstance E Р i 
| Use of closed-circuit television, direction finders, and 
15| 116 a 
other monitoring devi ces 
Polygraph exam inations ШЖ SOA Approval | | SSA Appr oval 
DC Review, SAC or ASAC with delegated | | "UN 
| мк | | CDC Review, SAC or ASAC with del egated 
Undercover operations, Group Il authority ; National pe n s al so require NSD .— auhoriy, NSB-UntUACB A pprov 
| CDC review, SAC, and AD and C UORC or UCRC. | CDC review, SAC and AD and UCRC (EAD/DD 
Under cover operations, Group | Lo]. (EAD/DD certain cases) Approval certain cases) Appr oval 
{Compulsory process as author ized by law; Federal D | 
Grand Jury and trial subpoenas US Atlomey’s Office Approval : | | 


{Administrative Subpoenas: Dr ugs SAC, ASAC, SSRA, or Drug Squad SSA | 
11.9 [Administrative Subpoenas: $ exual Exploitation Not Permitted ШУЭ 
Administrative Subpoenas: Heal thcare Fraud | U.S. Attorney's Office Approval 


Field Office: CDC Review, ADIC or SAC Appr oval, Not Perm itted 
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21| 11.9 |National Security Letters Not Permitted HQ: NSLB Review; DD or EAD-NSB or AD & DADs | 
| CTICDICyD or GC or Deputy GC-NSLB Approval | Not Perm ited 
14,10 [Accessing stored wire and electroni c communications Not Permitted StatutelCour t Order, Consult DIOG | Not Perm ited 
and transactional records | | 
з VP Е - М Оу НОА COU 


11.11 [Use of pen registers and trap and tr ace dev ices Not Permitted FISA Court or District Court Or der 


1143 


Acquisition of foreign intelligence informatión in 
26 | 14.14 jconformity with Title VII of the For eign Intelligence 


Surveillance A ct 































Not Perm itted 



















Physical searches, where there is reasonable 
expectati on of privacy, including mail openings 



















FISA Court Order 
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Protection of Civil Liberties 





* Section 4 of the DIOG, Privacy and Civil Liberties, and Leas 
Intrusive Methods outlines the FBI's oversight, self-regulation, and 
strict adherence to the Constitution of the United States. 


* Throughout section 4, the DIOG discusses the protection of Firs 
Amendment rights (Freedom of Speech, Freedom of the Press, 
Freedom of Peaceful Assembly and to Petition of Government for 
Redress of Grievances, and Exercise of Religion), civil liberties and 
privacy issues, and Equal Protection of all Americans under the 
Fourteenth Amendment. 


* Section 4.4 of the DIOG requires FBI employees to use the "Least 
rusive means or method possible to obtain intelligence or evidence. 
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Use of Race and Ethnic Identity in 


Assessments and Investigations 





• Тпе DIOG reiterates Department of Justice (DOJ 
guidance which permits the consideration of ethnic and 


racial identity information based on specific reporting (i.e. 
eyewitness accounts). 


* Consideration of race or ethnicity is permitted in 
Investigative or collection scenarios, if relevant. Examples 
may include investigations of ethnic-based gangs or 


terrorist organizations known to be comprised of members 
of the same ethnic grouping. 
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ollecting and Analyzing 


| Demographics 





* [he DIOG also reiterates DOJ guidance permitting the 
collection and analysis of demographics if the identification 
concentrated ethnic communities will reasonably aid in 
the analysis of potential threats and vulnerabilities or assis 
domain awareness for the purpose of performing 

intelligence analysis. 


* |n addition, the locations of ethnic-oriented businesses or 
other facilities may be collected if their locations will 
reasonably contribute to an awareness of threats and 
vulnerabilities and intelligence collection opportunities. 
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Collecting and Analyzing 


Demographics 





‚ the collection of ethnic/racial demographics 's legally 
allowable in an investigation, it may also be "mapped 
sing sophisticated computer geo-mapping technology. 


+ These maps may be used for domain awareness of an 
area of responsibility, to track crime trends, or to ident 
specific communities or areas of interest to support specific 
assessments or investigations. 


* Regardless of the purpose for its use, the relevance of 
the ethnic or racial information must be clearly 
demonstrated and documented. 
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И ormation Withheld Publicly 


rom the DIOG 


The FBI determined that several types of information should be redacted in the Public Release of 
the DIOG. These types of information include: 





Redaction: FBI Policy Directives 
Justification: These are intemal FBI policies that govern administrative and operational matters not 
directly related to the DIOG. 


Redaction: Terms and Definitions 
Justification: Knowledge of specific FBI terms and definitions could allow for circumvention of 
investigations and spoofing. 


Redaction: Collection and/or Analysis of Information 
Justification: Knowledge of these internal decision-making criteria could allow for circumvention of 
collection and analytical techniques. 


Redaction: FBI Data Systems 
Justification: Many data systems used by the FBI are proprietary. 


Redaction: Scenarios & Examples | 
Justification: Many scenarios and examples used in the DIOG involve sensitive information, such 
as is the names actua terrorist organizations, and provide insight nto targeting, recruitment, or F BI 
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Information Withheld Publicly 


rom the DIOG 


Redaction: Surveillance and Monitoring Techniques 
Justification: Knowledge of these specific criteria could allow for circumvention of the techniques. 





Redaction: Time Periods 

Justification: Knowledge of time period requirements for investigative techniques could damage 
the effectiveness of the technique or allow for circumvention. For example, a person who believes 
he may be under investigation may stop using his cellular phone for the specified period of time, 
thereby hindering the investigation. 


Redaction: Notes 
Justification: Notes in the DIOG provide intemal guidance to FBI operators and Intelligence | 
Analysts. 


Redaction: Internal Web and E-mail Addresses 
Justification: Publicly releasing contact information of FBI staff could allow for harassment, spam, 
or spoofing. 
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FEDERAL BUREAU OF INVESTIGATION | BUREAU OF 


INVESTIGATION 
OVERALL CLASSIFICATION: 


UNCLASSIFIED 


FBIHQ DIOG 
Training 
oession A 
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Overall Training Objective: | 


Provide an instructional foundation on the DIOG 
and then apply the knowledge gained by using 
hypothetical examples and scenarios. Upon 
completing this course of instruction you should 
have a firm grasp of the concepts and principles 
underpinning the DIOG. 
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Course Overview 






Participation Standards: 


Questions are welcome: however, if your question is about a specific 
set of facts that may divert the training objective, please direct your 
question to one of the Training team members at a break for a 
response. 







During the scenario exercises, participants will be called upon to 
provide their response to particular facts or circumstances. Each 
Unit/Section should select a representative to speak for the 
Unit/Section and rotate that responsibility among the group. The 
scenarios are meant to prompt discussion, but the presenters must 
keep the scenario moving forward. Please understand that everyone 
may not be able to voice their perspective in the group setting. Keep in 
mind there may be several avenues to reach the same justified 
conclusion. You may use your handouts and training aids to inform 
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Course Overview 





Course Completion: 


eYou must complete the entire mandatory 16.5 hours of training. You 
must score an 80% or higher to pass. You will be notified of your score 
via e-mail. If you do not pass the first time, you will be permitted to 
take the test again. 







‘Please annotate on the attendance sheet your presence at the training 
if you pre-registered. If you did not pre-register, please print your 
name, division, and the items requested on the attendance roster. 






* After the course is complete, you will be receiving a survey e-mail 
containing questions that will test your knowledge and understanding 
of the material presented. The test is open book. 
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~.-" Overview 








* Provides ability to FBI authorities to be more proactive 
and preventative, and the flexibility to deal with complex 
threats that do not fall neatly into individual programs 


* Provides clarity and improves compliance by combining 
several sets of guidelines into one consistent set of 
guidelines 


* Removes discrepancies, sets uniform rules for criminal, 
national security, and foreign intelligence collection 
cases. Each program will have a program-specific policy 
guide (PG) 










CLASSIFIED//F OUO 


" be UNCLASSIFIED//FOUO 


we 


КА 
Ж. 
* 
3 7 
1 


Jf; i AGG-Dom: 
BEEN OI 









* Reduces reporting requirements, particularly in the 
national security area 


* Recognizes Special Events and Domain Management as 
part of the FBI’s mission 


e Recognizes the FBI's obligation to provide investigative 
assistance and joint operational support to other 
agencies, including the U.S. intelligence community 


* Creates a new category outside of predicated 
investigations named “Assessments” 
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AG GUIDELINES (AGG-Dom) 


Apply to domestic national security and criminal investigative activities, including 
interagency coordination and intelligence analysis. 


FBI’s Domestic Investigations and 
Operations Guide (DIOG) 


Program Policy Implementation Guides 
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° DIOG applies to all investigative and intelligence 
collection activities conducted by the FBI 


— Within the United States 
— in the United States territories 
— outside the territories of all countries 


* DIOG does not apply to investigative and intelligence 
collection activities of the FBI in foreign countries 


— governed by AGGs for Extraterritorial FBI 
Operations (national security and criminal) 
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*.- Scope & Purpose 





* [he primary purpose of the AGG-DOM and the DIOG is to 
standardize policy so that criminal, national security and foreign 
intelligence investigative activities are performed in a legal and 
consistent manner 


* The DIOG replaces numerous FBI manuals, electronic 
communications, letterhead memoranda and other policy 
documents. The DIOG is located on the Corporate policy Office 
(CPO) Policy and Guidance Library web site 

“ The changes implemented by the DIOG better equip you to protect 
the people of the United States against crime and threats to the 
national security 


* The DIOG stresses the importance of oversight and self-regulation 
to ensure compliance 
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* DIOG Section 2: 
' General at Authorities & Principles 


* The AGG-Dom ‘replaces Six x guidelines: 


- [he Attorney General's Guidelines on General Crimes, 
Racketeering Enterprise and Terrorism Enterprise Investigations 
(May 30, 2002) 

- [he Attorney General's Guidelines for FB! National Security 
Investigations and Foreign Intelligence Collection (October 31, 
2003) * 


— The Attorney General's Supplemental Guidelines for Collection, 
Retention, and Dissemination of Foreign Intelligence (November 
29, 2006) 
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“ Тһе AGG-Dom also replaces: 


— The Attorney General Procedure for Reporting and Use of 
Information Concerning Violations of Law and Authorization for 
Participation in Otherwise Illegal Activity in FBI Foreign 
Intelligence, Counterintelligence or International Terrorism 
intelligence Investigations (August 8, 1988) * 


— The Attorney General’s Guidelines for Reporting on Civil 
Disorders and Demonstrations Involving a Federal Interest (April 
5, 1976) 


- Тһе Attorney General’s Procedures for Lawful, Warrantless 
Monitoring of Verbal Communications (May 30, 2002) (only 
portion applicable to FBI) 
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' 3 ' DIOG Section 2: 
7-7" General Authorities & Principles 








Note: Regarding Extraterritorial FBI’s Operations, the 
AGG-Dom did not repeal or Supersede certain portions 
of the prior guidelines (marked * in prior Slides). These 
national security extraterritorial portions continue to 
remain in effect pending the approval of new Attorney 
General’s Guidelines for Extraterritorial F BI Operations 
for both national security and criminal investigations. 


Additionally, the classified Attorney General Guidelines 
for Extraterritorial FBI Operations and Criminal 
Investigations (1993) continue to remain in effect 
pending approval of the new guidelines. 
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The FBI is authorized to: 


¢ Conduct investigations and collect evidence (criminal and national 
security) and collect foreign intelligence (AGG-Dom, Part il) 


* Provide investigative assistance to federal, state, local, tribal, and 
foreign agencies (AGG-Dom, Part 1) апа (0106 Section 12) 


* Collect information necessary for and conduct intelligence analysis & 
planning (AGG-Dom, Part Il & IV) and (DIOG Section 15) 


e Retain and share information (AGG-Dom, Part VI) and (DIOG Section 
_ 14) | 
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: DIOG Section 2. 
КСЕ Authorities & M 


The word "Assessment" has two distinct meanings: 


* [he AGG-Dom authorizes as an investigative activity 
an “assessment” which requires an authorized 
purpose and objective as discussed in DIOG Section 
5. 


“Тһе U.S. intelligence community uses the word 
“assessment” to describe written intelligence products 
as discussed in DIOG Section 15.7.B. 
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: DIOG Section 2: 


А КСЕ АЧДЫ & Principles 





. The FBI is an intelligence agency as well as a law 


enforcement agency 


° The FBI is authorized to engage in intelligence 
analysis and planning, using all lawful sources of 
information: 


- development of overviews and analysis 


- research and analysis to produce reports and 
assessments 


— operate intelligence systems that facilitate and 
support investigations through ongoing compilation 
and analysis o of data and information 
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' DIOG Section 2: 


2 v . General Authorities & Frinciples 





° ‘The FBI is the “lead federal agency” in the following 


areas: 


- Federal Crimes of Terrorism (listed in DIOG Section 
246) 

— Other non-Terrorism federal crimes (listed in DIOG 
Section 2.4.D) 


— Counterintelligence and Espionage (listed in DIOG 
Section 2.4.F) 


— Criminal Investigations (some listed in DIOG Section 
2.4.G; see also CID PGs) 
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DIOG Section 2: 


General Authorities & ШЫ 


Departures f from the AGG — Dom: 


In Advance: FBI Director, Deputy Director, or EAD 
(NSB or Criminal Cyber Response and Services 
Branch) must approve with notice to the General 
Counsel. 


In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as 
practical to Director, Deputy Director or EAD with 
notice to General Counsel — OGC must keep records 
of all departures to advise DOJ, as required. 
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E PEE 


Departures from the DIOG: 
In Advance: Appropriate substantive AD or DAD must 
approve with notice to the General Counsel or appropriate 
Deputy General Counsel (DGC). | 


In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as practical: 
SAC or HQ Section Chief must provide written notice to 
appropriate substantive AD and the General Counsel. 
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DIOG Section 2: 
General Authorities & Principles 





The AGG-Dom and DIOG apply to all FBI domestic 


investigations and operations conducted by “FBI 
employees" — defined as: 


* applicable support personnel 

* intelligence analysts 

* Special agents 

* task force officers (TFO) 

* detailees 

• FBI contractors 

* confidential human sources (CHS) 
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1.) DIOG Section 2: 
“=...” General Authorities & Principles 








Authorities of an FBI Special Agent: 

1. Investigate violations of the laws, including the criminal drug laws, of 
the United States (21 U.S.C. § 871; 28 U.S.C. §§ 533, 534 and 535: 
28 C.F.R. § 0.85) 


2. Collect evidence in cases in which the United States is or тау be a 
party in interest (28 C.F.R. § 0.85 [a]) as redelegated through 
exercise of the authority contained in 28 C.F.R. § 0.138 to direct 
personnel in the FBI 


3. Make arrests (18 U.S.C. §§ 3052 and 3062) 


4. Serve and execute arrest warrants and seize property under warrant: 
issue and/or serve administrative subpoenas: serve subpoenas 
issued by other proper authority; and make civil investigative 
demands (18 U.S.C. §§ 3052, 3107; 21 U.S.C. § 876: 15 U.S.C. § 
1312) 
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7-і, ПІОС 5есіоп 2: 
*..« General Authorities & Principles 


о. Carry firearms (18 U.S.C. § 3052) 


6. Administer oaths to witnesses attending to testify or 
depose in the course of investigations of frauds on or 
attempts to defraud the United States or irregularities or 
misconduct of employees or agents of the United States 
(5 U.S.C. § 303) 


f. Seize property subject to seizure under the criminal and 
civil forfeiture laws of the United States (e.g., 18 U.S.C. 88 
981 and 982) 


8. Perform other duties imposed by law 
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* DIOG Section 2: 


REY Authorities % Frinciples 





The AGG- Dom did not limit other authorized FBI 
activities, such as: 


* Conducting background checks and inquires 
concerning applicants and employees under federal 
personnel security programs 

* Maintenance and operation of national criminal 
records systems and preparation of national crime 
statistics 


* Forensic assistance and administration functions of 
the FBI Laboratory 
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т ООС $бесїїоп 3: 





`-.. ЕВГз Core Values 





The FBI’s Core Values are: | 

e Rigorous obedience to the U.S: Constitution 

e Respect for the dignity of all those we protect 

* Compassion 

* Fairness 

* Uncompromising personal integrity and institutional 
integrity | 

* Accountability by accepting responsibility for our 
actions and decisions and their consequences 


* Leadership, by example, both personal and 
professional 
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Everyone's Responsibility: 

¢ To learn and understand the laws, rules and 
regulations that govern their activities 

° To fully comply with all laws, rules and regulations 
governing investigations, operations, programs and 
activities 

* loreport to proper authority any known or suspected 
failures to adhere to the law, rules or regulations 
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DIOG Section 3. 2: 
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` DIOG Section 3: 


E Miei Poles and 3 Responsibilities 





DD is the proponent of the DIOG and subordinate 
implementing procedural directives and specific policy 
implementation guides (PGs) 

DD has oversight of DIOG compliance, monitoring 
and auditing processes 


DD has responsibility for DIOG training 


DD, through the Corporate Policy Office (CPO), will 
ensure the DIOG is updated one year from 
Implementation, and every three years thereafter 
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/^-.'« DIOG Section 3: Special Agent, Intelligence 


о ^^ Analyst, Task Force Officer, FBI Contractor, 
777 and Others - Roles and Responsibilities 


DIOG Section 3.3: 


* Comply with AGG-Dom and DIOG standards for 
initiation, conducting, and closing investigative 
activity; collection activity; or use of an investigative 
method 


* Obtain training on DIOG standards relevant to their 
position and perform activities consistent with those 
standards | 


* Ensure all investigative activity complies with all laws 
and policy 

e Identify victims, offer FBI assistance, and furnish 

information to the FBI Victim Specialist 
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oo A DIOG Section 3: Special Agent, Intelligence 
Ме Analyst, Task Force Officer, FBI Contractor, 





22 -апсі Ойһегв - КоІеѕ апа Responsibilities 


(Continued — DIOG Section 3.3) 
* Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process 
* Conduct no investigative activity solely on the basis of 
activities protected by the 1st Amendment or solely on 
the basis of race, ethnicity, national origin or religion 
of the subject 


* Report non-compliance to the proper authority 
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: DIOG Section 3: 
E Md апа Responsibilities 


DIOG Section 3. 4. A - Supervisor Defined: 


* Field Office or FBIHQ personnel, including: SIA, SSA, 


SSRA, UC, ASAC, ASC, SAC, DAD, AD, ADIC, and 
EAD 
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ол} БОС Зесїоп 3: 
^ Supervisor Roles and Responsibilities 





* Determine whether the DIOG standards are satisfied 
for initiating, approving, conducting and closing an 
investigative activity, collection activity, or 
Investigative method 


* Ensure all Investigative activity complies with all laws 
and policy | 

* Obtain training on DIOG standards relevant to their 
position and conform their decisions to those 
standards 

* Ensure civil liberties and privacy are protected 

throughout the assessment or Investigative process 
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эое! 
“2-2 Supervisor Roles and Responsibilities 


Responsibilities: 

° If encountering a practice that does not 
comply with the law, rules, or regulations, the 
supervisor must: 


— 1. report that compliance concern to the 
proper authority 

— 2. take action to maintain compliance, 
when necessary © | 


° Ensure no retaliation ог adverse action is 
taken against persons who raise compliance 
Concerns 
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^ * DIOG Section 3: 


-..." Supervisor Roles and Responsibilities 







DIOG Section 3.4.C - Supervisory Delegation: 


* Any DIOG requirement imposed on a Supervisor may be 
delegated/performed by a designated Acting, Primary, or Secondary Relief 
Supervisor as indicated below, unless specified otherwise by federal 
statute, EO, PD, AGG, FBI Policy or any other regulaton. 


- Supervisor may delegate authority to a supervisor one level junior to 
himself/herself (e.g. SAC to ASAC: or SC to Assistant/SC) 


* Must identify the task delegated 

* Must identify the supervisory position given approval authority 
* Must be in writing 

e Must be retained appropriately 


— Higher level Supervisors in the same chain-of-command as the original 
supervisor may approve a particular activity without written delegation 
documentation 
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ПИ Фес 
`..” Supervisor Roles and Responsibilities 








DIOG Section 3.4.D - Investigative File Reviews: 


* Conducted by full-time supervisors or primary relief supervisors 
with subordinates 


— (other relief supervisors must have written SAC authority to 
conduct) 


e° Conducted with all Agents, Resident Agents, TFOs, analysts, 
detailees, and FBI contractors, as appropriate 


* Conducted in-person or by telephone when necessary 
¢ Conducted in private 
* Documented/noted on ACS ICMC report, FD-71 or Guardian 


* Conducted at least every 60 days for Probationary Agents, 
recommended every 30 days 
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a T *: DIOG Section 3: 


i 
: 


-.- Supervisor Roles and Responsibilities 








Assessment Justification/File Reviews: 
* Conducted for every 30 day periodfor Type 1 and 2 Assessments 
— (with 10 additional days to complete and document) 
e Conducted for every 90 day period for Type 3, 4, and 6 Assessments 
— (with 30 additional days to complete and document) 
* Supervisor Must: 


~ Evaluate progress made toward the achievement of authorized 
purpose and objective 


— Ensure activities that occurred during prior period were appropriate 


— Determine whether it is reasonably likely that information may be 
obtained that is relevant to the authorized objective — thus 
warranting an extension for another 30/90 day period 

- Determine whether adequate predication has been developed to 
open a predicated investigation 


— Determine whether the assessment should be terminated 
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гп; ОЮС Зесіоп 3: 
-—- Supervisor Roles and Responsibilities 





Predicated (Preliminary and Full) Investigation File Reviews: 
* Conducted for every 90 day period 

— (with 30 additional days to complete and document) 
e Supervisor Must: 


— Evaluate progress made toward the achievement of authorized 
purpose and objective 

— Ensure activities that occurred during prior period were 
appropriate 

— Determine whether it is reasonably likely that information may 
be obtained that is relevant to the authorized objective — thus 
warranting an extension for another 90 day period 


~ Determine whether adequate predication has been developed 
to open/or continues to justify a predicated investigation 
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a n DIOG Section 3: 
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Note: the FD-71 provides a new mechanism to 
assign an Assessment to an electronic Unaddressed Work File 


in the appropriate classification 
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т; ООС бесіоп 3: 
~- СОС’$ Role and Responsibilities 


CDC’s Role and Responsibilities: 


1. 


Must review all Assessments, Preliminary Investigations 
(PI) and Full Investigations (Fl) that involve a “Sensitive 
Investigative Matter" (SIM) 

Must review particular investigative methods as 
mandated by DIOG Section 5 and 11 

Requirements imposed on the CDC may be performed 
by an Associate Division Counsel, Legal Advisor, or 
designated Acting CDC. All delegations must be in 
writing and retained appropriately. 
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* DIOG section 3: 
merle Roles and ИСО 


CDC Determinations: 


The primary purpose of the CDC’s review is to ensure the 
legality of the actions proposed. In this context, the review 
includes a determination that the: 


Investigative activity is not legally objectionable (can be overruled 
by OGC) 


— Activity is not based solely on the exercise of 1st Amendment 
rights or on the race, ethnicity, national origin or religion of the 
subject 


The investigation is founded upon an “authorized purpose” 
(Assessments) or have adequate factual predication (Preliminary 
and Full) 


Advise as to the “wisdom” of the proposed action 
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747% БС бесіюп 3 
2.4 CDC Roles and Responsibilities 


Continued: CDC Determinations 


[he CDC's determination is based on facts known at the 
time of the review and recommendation. 


The CDC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain intact after additional facts are 
developed. 
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DIOG Section 3: 
OGC Roles and Responsibilities 


conducting regular reviews of all aspects of FBI national security and 
foreign intelligence activities. 


The primary purpose of the OGC’s review is to ensure the legality of the 
actions proposed. These reviews, conducted in the field offices and in HQ 
Units, broadly examine such activities for compliance with the AGG-Dom 
and other requirements. In this context, the review includes a determination 
that the: 

e Investigative activity is not legally objectionable (Activity is not based 
solely on the exercise of 1st Amendment rights or on the race, ethnicity, 
national origin or religion of the subject) 

The investigation is founded upon an "authorized purpose" 
(Assessments) or have adequate factual predication (Preliminary and 
Full) and meets the standards in the DIOG 


“wisdom” of the proposed action- 
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: DIOG Section 3: 
loce Holes and ДЕСИ 


Continued: OGC Determinations 


[he OGC's determination above is based on facts 


known at the time of the review and recommendation. 


The OGC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain in tact after facts are 
developed 
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. Other Roles and Responsibilities 


СРО = Corporate Policy Office: Oversight and Implementation of 


the DIOG; Report compliance risks to OIC (DIOG Section 3.7) 


OIC - Office of Integrity and Compliance: Identify compliance risk 


areas, adequacy of policy and training programs, monitor DIOG 
compliance (DIOG Section 3.8) 


DCO - Division Compliance Officer: One identified in each Field 
Office to assist the OIC to identify potential non-compliance risk 
320» and report them to proper authority and OIC (DIOG Section 


PM = Program Manager: HQ entity that identifies, prioritizes, and 
analyzes compliance risks and takes appropriate corrective action 
(DIOG Section 3.9) | | 
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"3 * DIOG Section 4: Privacy and Civil 
-—« Liberties, and Least Intrusive Methods 





Responsibility to protect the American public, not only from 
crime and terrorism, but also from incursions into their 
constitutional rights; accordingly, all investigative activities 
must fully adhere to the Constitution and the principles of 
civil liberty and privacy. 







* Provisions of the AGG-Dom, other AG guidelines, and 
oversight from DOJ components, are designed to ensure 
FBI's activities are lawful, appropriate, and ethical, as well 
as effective in protecting civil liberties and privacy. 









* DOJ and FBI’s Inspection Division, Office of Integrity and 
Compliance, the OGC, other Bureau components, and 
you share responsibility for ensuring the FBI meets these 
goals. | | | 
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т DIOG UT 4: Privacy and Civil 
S - Liberties, and  еаѕії Intrusive Melhocs 


e Т investigation | or assessment can be commenced 


based solely on race, ethnicity, national origin, religion of 
the subject or the exercise of First Amendment rights. 


Corollary to this AGG requirement is the Privacy Act, 
which states that each agency that maintains a system 
of records shall “maintain no record describing how any 
individual exercises rights guaranteed by the First 
Amendment unless expressly authorized by statute or by 
the individual about whom the record is maintained or 
unless pertinent to and within the scope of an 
authorized law enforcement activity. 5 U.S.C. 
552а(е)(7). 
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What can you do with this information? 
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eer section 4: Privacy and Civil 
* Liberties, and Least Intrusive Methods 


FIRST AMENDMENT RIGHTS: 


Individuals or groups who communicate with each other or with 
members of the public in any form in pursuit of social or political 
causes—such as opposing war or foreign policy, protesting government 


actions, promoting certain religious beliefs, championing particular local, 


national, or international causes, or a change in government through 
non-criminal means, and actively recruit others to join their causes— 
have a fundamental constitutional right to do so. An assessment may 
not be initiated based solely on the exercise of these First Amendment 
rights. If, however, a group exercising its First Amendment rights also 
threatens or advocates violence or destruction of property, an 
assessment would be appropriate 
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^4 * DIOG Section 4: Privacy and Civil 


DU Liberties, and Least Intrusive Methods 





FIRST AMENDMENT RIGHTS (cont.): 


No investigative activity, including assessments, may be 
taken solely on the basis of activities that are protected by 
the First Amendment or on the race, ethnicity, national 


origin or religion of the subject. 


If an assessment or predicated investigation touches on or 
is partially motivated by First Amendment activities, race, 
ethnicity, national origin or religion, it is particularly 
important to identify and document the basis for the 
assessment with clarity 
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2E DIOG Section 4: Privacy and Civil 
^ Liberties, and Least Intrusive Methods 


All activities must be consistent with the Attorney General's 2003 
Guidance Regarding the Use of Race by Federal Law Enforcement 
Agencies (forbids the use of racial profiling and requires activities 
involving the investigation or prevention of threats to the national 
security to comply with the Constitution and laws of the United States) 


The DIOG stresses several points in each section: 


- No investigation or assessment can be commenced based solely on 
race, ethnicity, national origin, religion, or exercise of First 
Amendment rights | 
The FBI must use the least intrusive method that is feasible under 
the circumstances 
In connection with Foreign Intelligence collection, agents must 
operate openly and consensually with U.S. Persons, to the extent 
practicable 


All investigative activities must have an “authorized purpose” 
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DIOG Section 4: 
Use of Race or Ethnicity 


DIOG Guidance on use of Race or Ethnicity 


As to individuals: 


1. 


2. 


Permits the consideration of ethnic and racial identity 
information based on specific reporting; | 

The race or ethnicity of suspected members, 

associates, or supporters of an ethnic-based gang or criminal 
enterprise may be collected when gathering information about or 
investigating the organization; or 


. Ethnicity may be considered in evaluating whether a subject is— 


or is not—a possible associate of a criminal or terrorist group that 
is known to be comprised of members of the same ethnic 
grouping—as long as it is not the dominant factor for 


focusing on a particular person 
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DIOG Section 4: 
Use of Race or Ethnicity 


DIOG Guidance on use of Race or Ethnicity 


As to a community: 
1. Collecting and analyzing demographics - if these locations will 
reasonably aid the analysis of potential threats and vulnerabilities, 
and, overall, assist domain awareness 
2. Geo-Mapping ethnic/racial demographics - if properly collected 


3. General ethnic/racial behavior — cannot be collected, unless it 
bears a rational relationship to a valid investigative or analytical need 


4. Specific and relevant ethnic behavior 
ә. Exploitive ethnic behavior — by criminal or terrorist groups 
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'g$ * DIOG Section 4: 
| . Least Intrusive Investigative Method 


The AGG-DOM and the DIOG require that the 
“least intrusive” means or method be 


considered and, if operationally sound and 


effective, used to obtain intelligence or 
evidence in lieu of a more intrusive method 





91 


UNCLASSIFIED! FOUO 


: DIOG Section 4: Privacy and Civil Liberties, 
* and Least Intrusive Methods 


By emphasizing the use of less intrusive 
means, employees will be able to balance: 


Our need for evidence/intelligence 
vs. 


Mitigating potential negative impact on the privacy and civil 
liberties of people/public 
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Primary factor in determining “intrusiveness”: 


* The degree of procedural protection that the law and the 
AGG-DOM provide for the use of the particular method. - 


— Examples of “more intrusive” methods: Search 
Warrants, wiretaps, UCOs 


— Examples of “less intrusive” methods: checks of 
government databases, state or local criminal record 
checks, commercial databases, interviews 
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^." and Least Intrusive Methods 


Items to consider when determining the relative intrusiveness of 
an investigative method: 


* |s method permitted prior to the initiation of an assessment? 
Is the method relevant to the assessment or investigation? 


Will the information collected or obtained likely further the 
investigative objective? 


What alternatives exist for gathering the same information? 
Are those alternatives relatively less intrusive? 


What time span is involved in using the investigative method 
(days, weeks, months)? 


What confidence level is associated with the information 
gathered using the investigative method? 


Will the method resolve a pending investigative issue quickly? 
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uw Least Intrusive Investigative Method 





Factors to Determine "Intrusiveness": 
1. Nature of the information sought 
2. Scope of the information sought 


9. Scope of the use of the investigative 
method 


4. Source of the information sought 
Risk of public exposure 
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ШИШҮҮ ТИТ 


x." Authorized Methods for Assessments and Predicated Investigations 


ы. Моё: Red indicates methods not allowed under a particular operational activity; Green indicates 
М methods allowed. 





Obtain publicly available information 





Access and examine FBI and other DOJ records, and obtain. information from any FBI or DOJ personne! | | = 
















Access and examine records maintained by, and request information from, other federal, state, local, tribal, 
or foreign governmental entities or agencies 





Use online services and resources (whether nonprofit or commercial) ae E 
Use and recruit human sources in conformity with AG Guidelines Regarding the Use of FBI Confidential 
Human Sources 


Interview or request information from members of the public and private entities [includes pretextual 
interviews] Е 


Accept information voluntarily provided by governmental or private entities 
Engage in observation or surveillance not requiring a court order a 


Mail covers 





Physical searches of personal or real property where a warrant or court order is not legally required — — 
because there is no reasonable expectation of privacy (e.g., trash covers) ^ — Н 


Consensual monitoring of communications, including consensual computer monitoring, is subject to legal 
review by the CDC or the FB! OGC. Where a sensitive monitoring circumstance is involved, monitoring 


must be approved by the Criminal Division or, if the investigation concerns foreign intelligence or a threat to 
the national security, by the National Security Division 





Use of closed-circuit television, direction finders, and other monitoring devices, subject to legal review by | 
the CDC or FBI OGG = |... v o MEN т 


Polygraph examinations 
Undercover operations | - mE 
Compulsory process as authorized by law, including Federal Grand Jury.and other subpoenas and National 
Security Letters (Federal Grand Jury subpoenas for telephone and electronic mail subscriber records can 
be used during type 1 and 2 Assessments only) 


Use of pen registers and trap and trace devices 












Electronic surveillance 





Foreign Intelligence collection under Title VII of FISA 





Physical searches, including mail openings, where a warrant or court order is legally required beca ; o x use there. | 
is an expectation of privacy 00250 57206170 5052 4 ал Шел мы ® е СЫ 
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Nore Requred except for ortad wth 
represented persons menbersof U.S. 
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White Howse persomd, or dher sibdartive — | Congress, or their staffs, White House personnel, 
dvisionreqiramets or dhe substrtive division requirements 


Intevew a reques nfomeaicn fran membes d the 
public апариуае entties 


эн di pow 
Fedeal Grand)uy subpoeras for eleplone or US Ataney Offce Arprova USAtome Office роза! Nd Pemited 
electrmic mai subscriber nfarmation (Туе 1 nd2Assesnens Onp) 
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р Investigative Methods/Approvals Chart 
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M 
Consensual mon itoring of communications, including 


11.5 422. 
consensual computer monitoring 



















Assessments 


Not Pet mitted COC or OGC Review CDC or OGC Review 
SSA Approval SSA Approval 
Consensual monitoring of commu nications, including ” — - 
"M я computer monitoring, with a sensitive Not Permitted COC or OGC Review, SAC Approval, DOJ Criminal CDG or OGC Review, SAC Approval, DOJ 


monitoring circumstance or DOJ NSD Approval Criminal or DOJ NSD Approval 


Use of closed-circuit television, direction finders, and o 
other monitoring devices — 
зе) 117 [Polygraph examinations O COI . SSA Approval SSA Approval 


17 Undercover operations, Group Il COC Review, SAC or ASAC with delegated 
' unit UACR authority, NSB-Unit/UJACB Approvat 
18 Undercover operations, Group! CDC review, SAC, and AD and CUORC or UCRO. | cDc review, SAC and AD and UCRC (EAD/DD 
pe Р (EAD/DD certain cases) Approval certain cases) Approval 
Compulsory process as authorized by law: Federal . . 
е тпр aaa cere C] меен, | РА | 
Administrative Subpoenas: Orugs SAC, ASAC, SSRA, or Drug Squad SSA 
Not Permit ой о 
U.S, Attorney's Office Approval | 
Field Office: COC Review, ADIC or SAC Approval. Not Permitted 
National Security Letters Not Per mitted HO: NSLB Review; DD or EAD-NSB er AD & DADs . ` 
CT/CD/CyD or GC or Deputy GC-NSLB Approval Not Per mitis d 
11.10 [Accessing stored wire and electronic communications Not Per mitted Statute/C oust Order, Coneutt DIOG Not Permitted С 
and transactional records 
t Only АА on БУ ЕСА 
і 


23 Use of pen registers and trap and trace cevices 
м 11.12 [Electronic surveiliance 
11.13 
Acquisition of foreign intelligence information in 


Physical searches, where there is raasonabla 
а 11.14 iconformity with Title VII of the Foreign Intelligence 










Physical searches of personal or real prope rty where 
a warrant or court order is not legally required 
because ibsteispeureasonable expectation of privacy 































































































expectation of privacy, including mail openings 
Surveillance Act 





FISA Cour Order а | 
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a & FEDERAL BUREAU OF INVESTIGATION 


OVERALL CLASSIFICATION: 


FBIHQ DIOG 
Training 
session A 
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INVESTIGATION 





ЕН а Жее, 


Course Overview 


Overall Training Objective: 


Provide an instructional foundation on the DIOG 
and then apply the knowledge gained by using 
hypothetical examples and scenarios. Upon 
completing this course of instruction you should 
have a firm grasp of the concepis and principles 
underpinning the DIOG. 
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Course Overview 






Participation Standards: 


' Questions are welcome; however, if your question is about a specific 
set of facts that may divert the training objective, please direct your 


question to one of the Training team members at a break for a 
response. 








During the scenario exercises, participants will be called upon to 
provide their response to particular facts or circumstances. Each 
Unit/Section should select a representative to speak for the 
Unit/Section and rotate that responsibility among the group. The 
Scenarios are meant to prompt discussion, but the presenters must 
keep the scenario moving forward. Please understand that everyone 
may not be able to voice their perspective in the group setting. Keep in 
mind there. may be several avenues to reach the.same justified 
conclusion. You may use your handouts and training aids to inform 

_ уаш decision. ei ы, уй ‚м, Mae had ace A Doi ң 
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Course Overview 






Course Completion: 


*You must complete the entire mandatory 16.5 hours of training. You 
must score an 80% or higher to pass. You will be notified of your score 
via e-mail. If you do not pass the first time, you will be permitted to 
‘take the test again. 








*Please annotate on the attendance sheet your presence at the training 
if you pre-registered. If you did not pre-register, please print your 
name, division, and the items requested on the attendance roster. 







* After the course is complete, you will be receiving a survey e-mail 
containing questions that will test your knowledge and understanding | 
of the material presented. The test is open book. 
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AGG-Dom: 
Overview 





* Provides ability to FBI authorities to be more proactive 
and preventative, and the flexibility to deal with complex 
threats that do not fall neatly into individual programs 

* Provides clarity and improves compliance by combining 
several sets of guidelines into one consistent set of 
guidelines 


* Removes discrepancies, sets uniform rules for criminal, 
national security, and foreign intelligence collection 
cases. Each program will have a program-specific policy 
guide (PG) | 
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AGG-Dom: 
Overview 





* Reduces reporting requirements, particularly in the 
national security area 

* Recognizes Special Events and Domain Management as 
part of the FBI’s mission 

* Recognizes the FBI's obligation to provide investigative 
assistance and joint operational support to other 
agencies, including the U.S. intelligence community 

°. Creates a new category outside of predicated 

investigations named “Assessments” 
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Policy Environment for Domestic Operations 


AG GUIDELINES (AGG-Dom) 
Apply to domestic national security and criminat Investigative activities, including 
Interagency coordination and intelligence analysis, 


FBI’s Domestic Investigations and 
Operations Guide (DIOG) 


Program Policy implementation Guides 


UNCLASSIFIEDLFOUG 


Teaching Point: 
FBIHQ Division Program Policy Implementation Guides 


(PG): 


«Cannot be less restrictive than the DIOG 
*Must comply with the policy contained in the DIOG 


*Requests for program policy deviations from the DIOG must be reviewed by 
the OGC and approved by the Deputy Director 


Ие бы те) 


DIOG Section 1: 
осоре & Purpose 





* DIiOG applies to all investigative and intelligence 
collection activities conducted by the FBI 
— within the United States 
~ in the United States territories 
— outside the territories of all countries 


* DIOG does not apply to investigative and intelligence 
collection activities of the FBI in foreign countries 


— governed by AGGs for Extraterritorial FBI 
Operations (national security and criminal). 
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DIOG Section 1: 





Scope & Purpose 





The primary purpose of the AGG-DOM and the DIOG is to 
standardize policy so that criminal, national security and foreign 
intelligence investigative activities are performed in a legal and 
consistent manner 


* The DIOG replaces numerous FBI manuals, electronic 
communications, letterhead memoranda and other policy 
documents. The DIOG is located on the Corporate policy Office 
(CPO) Policy and Guidance Library web site 

“ The changes implemented by the DIOG better equip you to protect 
the people of the United States against crime and threats to the 
national security 


* The DIOG stresses the importance of oversight and self-regulation 
to ensure compliance 
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DIOG Section 2: 
z General Authorities & Principles 


LIES 
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* The AGG-Dom replaces six guidelines: 


— The Attorney General's Guidelines on General Crimes, 
Racketeering Enterprise and Terrorism Enterprise Investigations 
(May 30, 2002) 

— The Attorney General's Guidelines for FB! National Security 


Investigations and Foreign Intelligence Collection (October 31, 
2003) * 


— The Attorney General's Supplemental Guidelines for Collection, 
Retention, and Dissemination of Foreign Intelligence (November 
29, 2006) 
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DIOG Section 2: 
General Authorities & Principles 








* The AGG-Dom also replaces: 


— The Attorney General Procedure for Reporting and Use of | 
Information Concerning Violations of Law and Authorization for 
Participation in Otherwise Illegal Activity in FBI Foreign 
Intelligence, Counterintelligence or International Terrorism: 
Intelligence Investigations (August 8, 1988) * 

— The Attorney General's Guidelines for Reporting on Civil 
Disorders and Demonstrations Involving a Federal Interest (April 
5, 1976) 

— The Attorney General's Procedures for Lawful, Warrantless 


Monitoring of Verbal Communications (May 30, 2002) (only 
portion applicable to FBI) 
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DIOG Section 2: 
General Authorities & Principles 


Note: Regarding Extraterritorial FBI’s Operations, the 
AGG-Dom did not repeal or supersede certain portions 
of the prior guidelines (marked * in prior Slides). These 
national security extraterritorial portions continue to 
remain in effect pending the approval of new Attorney 
General's Guidelines for Extraterritorial FBI Operations 
for both national security and criminal investigations. 


. Additionally, the classified Attorney General Guidelines 
for Extraterritorial FBI Operations and Criminal 
Investigations (1993) continue to remain in effect 
pending approval of the new guidelines. 


an 
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DIOG Section 2: 
General Authorities & Principles 


* 
" 


The FBI is authorized to: 


* Conduct investigations and collect evidence (criminal and national 
security) and collect foreign intelligence (AGG-Dom, Part Il) 


Provide investigative assistance to federal, state, local, tribal, and 
foreign agencies (AGG-Dom, Part IIl) and (DIOG Section 12) 


Collect information necessary for and conduct intelligence analysis & 
planning (AGG-Dom, Part Il & IV) and (DIOG Section 15) 


Retain and share information (AGG-Dom, Part VI) and (DIOG Section 
14) | 


ИННИ БИ АЕ е 








13 





UHCLASSIFIED,FOUO 


DIOG Section 2: 
General Authorities & Principles 


The word "Assessment" has two distinct meanings: 

* [he AGG-Dom authorizes as an investigative activity 
an "assessment" which requires an authorized 
purpose and objective as discussed in DIOG Section 
5. 


* The U.S. intelligence community uses the word 
"assessment" to describe written intelligence products 
as discussed in DIOG Section 15.7.B. 
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| : (7) DIOG Section 2: 
© “чш/ Сепега! eii Principles 


¢ The FBI is an intelligence agency as well as a law 
enforcement agency 
¢ The FBI is authorized to engage in intelligence 
analysis and planning, using ail lawful sources of 
information: 
— development of overviews and analysis 


— research and analysis to produce reports and 
assessments 


— operaie intelligence systems that facilitate and 


support investigations through ongoing compilation 
and analysis of data.and information 
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DIOG Section 2: 
General Authorities & Principles 






The FBI is the “lead federal agency” in the following 
areas: 
— Federal Crimes of Terrorism (listed in DIOG Section 
2.4.C) l 
— Other non-Terrorism federal crimes (listed in DIOG 
Section 2.4.D) 


- Counterintelligence and Espionage (listed in DIOG 
Section 2.4.F) | 


— Criminal Investigations (some listed in DIOG section 
2.4.G; see also CID PGs) 
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DIOG Section 2: 
General Authorities & Principles 


Departures from the AGG — Dom: 
In Advance: FBI Director, Deputy Director, or EAD 
(NSB or Criminal Cyber Response and Services 


Branch) must approve with notice to the General 
. Counsel. 


In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as 
practical to Director, Deputy Director or EAD with 
notice to General Counsel — OGC must keep records 
of all departures to advise DOJ, as required. 
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DIOG Section 2: 
General Authorities & Principles 


+ 


Departures from the DIOG: | 
In Advance: Appropriate substantive AD or DAD must 
approve with notice to the General Counsel or appropriate 
Deputy General Counsel (DGC). 
In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter ds practical: 
SAC or HQ Section Chief must provide written notice to 
appropriate substantive AD and the General Counsel. 
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DIOG Section 2: 
General Authorities & Principles 


The AGG-Dom and DIOG apply to all FBI domestic 
investigations and operations conducted by “FBI 
employees" — defined as: 

* applicable support personnel 

* intelligence analysts 

* Special agents 

* task force officers (TFO) 

* detailees 

* FBI contractors 

° confidential human sources (CHS) 
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DIOG Section 2: 
General Authorities & Principles 


Authorities of an FBI Special Agent: 


1. Investigate violations of the laws, including the criminal drug laws, of 


the United States (21 U.S.C. § 871: 28 U.S.C. SS 533, 534 and 535; 
28 C.F.R. S 0.85) 


. Collect evidence in cases in which the United States is or may bea 


party in interest (28 C.F.R. § 0.85 [a]) as redelegated through 
exercise of the authority contained in 28 C.F.R. § 0.138 to direct 
personnel in the FBI 


. Make arrests (18 U.S.C. §§ 3052 and 3062) 
. Serve and execute arrest warrants and seize property under warrant: 


issue and/or serve administrative Subpoenas; serve subpoenas 
issued by other proper authority; and make civil investigative 


demands (18 U.S.C. §§ 3052, 3107; 21 U.S.C. § 876; 15 U.S.C. § 
1312) 


+s ы 
Wade 
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DIOG Section 2: 
General Authorities & Principles 





“ 


Authorities of an FBI Special Agent (cont.): | 


5. Carry firearms (18 U.S.C. § 3052) 


6. Administer oaths to witnesses attending to testify or 
depose in the course of investigations of frauds on or 
attempts to defraud the United States or irregularities or 

| misconduct of employees or agents of the United States 

| (5 U.S.C. § 303) 

| /. Seize property subject to seizure under the criminal and 

| civil forfeiture laws of the United States (e.g., 18 U.S.C. §§ 
981 and 982) 


8. Perform other duties imposed by law 
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DIOG Section 2: 





General Authorities & Principles ~ 





The AGG-Dom did not limit other authorized FBI 
activities, such as: 

* Conducting background checks and inquires 
concerning applicants and employees under federal 
personnel security programs 

* Maintenance and operation of national criminal 
records systems and preparation of national crime 
Statistics 


* Forensic assistance and administration functions of 
_ the FBI Laboratory 
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DIOG Section 3: 
FBI’s Core Values 


The FBI’s Core Values are: 
Rigorous obedience to the U.S. Constitution 
Respect for the dignity of all those we protect 
Compassion 
Fairness 
Uncompromising personal integrity and institutional 
integrity 
Accountability by accepting responsibility for our 
actions and decisions and their consequences 


Leadership, by example, both personal and 
professional 
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Teaching Points: DIOG Section 3.1: 


1. Core values must be fully understood, practice, shared, vigorously defended 
and preserved. | 


2. By observing core values — FBl will achieve a high level of excellence in 
performing both our national security and criminal missions. 


3. Information for reporting violations is available from the Office of Integrity and 
Compliance (OIC). 
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DIOG Section 3: 
Compliance 


Everyone’s Responsibility: 

° To learn and understand the laws, rules and 
regulations that govern their activities 

* To fully comply with all laws, rules and regulations 
governing investigations, operations, programs and 
activities 

* To report to proper authority any known or suspected 
failures to adhere to the law, rules or regulations 
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Teaching Point: DIOG Section 3.1: 


1. DIOG compliance applies to all FBI employees, task force officers, contractor's 
etc. 


2. May not disregard the law, rule, etc. for sake of expediency. 
3. Information for reporting. 





т ПІОС Ѕесіоп 3: 
к ‘Deputy ШШ Roles and Responsibilities | 


DIOG Section 3.2: 


e DD is the proponent of the DIOG and subordinate 
implementing procedural directives and specific policy 
implementation guides (PGs) 

* DD has oversight of DIOG compliance, monitoring 
and auditing processes 

* DD has responsibility for DIOG training 

* DD, through the Corporate Policy Office (CPO), will 
ensure the DIOG is updated one year from 
implementation, and every three years thereafter 
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Teaching Point: DD, through the CPO, will review the Program Guides So) for 
all divisions to ensure compliance with DIOG standards. 
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DIOG Section 3: Special Agent, Intelligence 
Analyst, Task Force Officer, FBI Contractor, 
and Others - Roles and Responsibilities 


DIOG Section 3.3: 

* Comply with AGG-Dom and DIOG standards for 
initiation, conducting, and closing investigative 
activity; collection activity; or use of an investigative 
method 

* Obtain training on DIOG standards relevant to their 


position and perform activities consistent with those 
standards 


Ensure all investigative activity complies with all laws 
and policy 

Identify victims, offer FBI assistance, and furnish 
information to the FBI Victim Specialist 


2 40,201 
- lad 
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Teaching Point: 


1. Laws/policy include the Constitution, federal law, Executive Orders, 
Presidential Directives, AGG-Dom, other AGGs, Treaties, MOAs/MOUs, DIOG 
and other policy. When in doubt — consult their Supervisor, the CDC or OGC. 


2. Victims include those who have suffered direct physical, emotional, or financial 
harm as a result of the commission of federal crimes. 








DIOG Section 3: Special Agent, Intelligence 
Analyst, Task Force Officer, FBI Contractor, 
and Others - Roles and Responsibilities 


(Continued - DIOG Section 3.3) 


* Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process 

* Conduct no investigative activity solely on the basis of 
activities protected by the 1st Amendment or solely on 
the basis of race, ethnicity, national origin or religion 
of the subject 


* Report non-compliance to the proper authority 
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ЕН Жөе, 


DIOG Section 3: 
Supervisor Roles and Responsibilities 









DIOG Section 3.4.A — Supervisor Defined: 


| * Field Office or FBIHQ personnel, including: SIA, SSA, 
: SSRA, UC, ASAC, ASC, SAC, DAD, AD, ADIC, and 
| | EAD 
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DIOG Section 3: 


Supervisor Roles and Responsibilities 


DIOG Section 3.4.B - Supervisor Responsibilities: 


* Determine whether the DIOG standards are satisfied 


for initiating, approving, conducting and closing an 
investigative activity, collection activity, or 
investigative method 

Ensure all investigative activity complies with all laws 
and policy 

Obtain training on DIOG standards relevant to their 


position and.conform their decisions to those 
standards 


Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process 
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DIOG Section 3: 
Supervisor Roles and Responsibilities 





Continued DIOG Section 3.4.B - Supervisor 
Responsibilities: 
° |f encountering a practice that does not 


comply with the law, rules, or regulations, the 
supervisor must: 


— 1. report that compliance concern to the 
proper authority 


— 2. take action to maintain compliance, 
when necessary | 


* Ensure no retaliation or adverse action is 
taken against persons who raise compliance 
concerns | 7 


Р “ый ¢ gi ағай 
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Teaching Points: 
1. Should report non-compliance to immediate Supervisor and/or OIC. 


2. OIC non-retaliation policy located in the CPO policy and guidance library. 





30 


eS! soot ЧАН 


-a NEM а алана аа а аа а аль ад А 


ШЕЛЕК ТМ АЛ Чөн ө] 


DIOG Section 3: 





Supervisor Roles and Responsibilities 


DIOG Section 3.4.C - Supervisory Delegation: 


* Any DIOG requirement imposed on a Supervisor may be 
delegated/performed by a designated Acting, Primary, or Secondary Relief 
Supervisor as indicated below, unless specified otherwise by federal 
statute, EO, PD, AGG, FBI Policy or any other regulation. 

— Supervisor may delegate authority to a supervisor one level junior to 
himself/herself (e.g. SAC to ASAC; or SC to Assistant/SC) 
* Must identify the task delegated 
* Must identify the supervisory position given approval authority 
* Must be in writing | 
* Must be retained appropriately | 
— Higher level Supervisors in the same chain-of-command as the original 


supervisor may approve a particular activity without written delegation 
documentation 
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Teaching Points: Question — Can SSA or SIA delegate? No, but an appropriately 


designated Acting or Relief Supervisor can assume the responsibilities in the 
absence of the SSA. 


DIOG 3.4 C 
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DIOG Section 3: 





Supervisor Roles and Responsibilities’ 





DIOG Section 3.4.D - Investigative File Reviews: 
e Conducted by full-time supervisors or primary relief supervisors 
with subordinates 


— (other relief supervisors must have written SAC authority to 
conduct) 





¢ Conducted with all Agents, Resident Agents, TFOs, analysts, 
detailees, and FBI contractors, as appropriate 


Conducted in-person or by telephone when necessary 
Conducted in private 
Documented/noted on ACS ICMC report, FD-71 or Guardian 


Conducted at least every 60 days for Probationary Agents, 
recommended every 30 days 
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Teaching Points: ACS Investigative Case management Case Review report. 
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DIOG Section 3: 
Supervisor Roles and Responsibilities 


Assessment Justification/File Reviews: 
* Conducted for every 30 day period for Type 1 and 2 Assessments 
— (with 10 additional days to complete and document) 
- Conducted for every 90 day period for Type 3, 4, and 6 Assessments 
— (with 30 additional days to complete and document) 
* Supervisor Must: 


— Evaluate progress made toward the achievement of authorized 
purpose and objective 


~ Ensure activities that occurred during prior period were appropriate 


— Determine whether it is reasonably likely that information may be 
obtained that is relevant to the authorized objective — thus 
warranting an extension for another 30/90 day period 


— Determine whether adequate predication has been developed to 
open a predicated investigation 


— Determine whether the assessment should be terminated 


UCEASSIFIEDZFOUO 


Teaching Points: DIOG Section 5 details file review requirements. 
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DIOG Section 3: 
oupervisor Roles and Responsibilities 


Predicated (Preliminary and Full) Investigation File Reviews: 
* Conducted for every 90 day period 
— (with 30 additional days to complete and document) 
* Supervisor Must | 


- Evaluate progress made toward the achievement of authorized 
purpose and objective 

- Ensure activities that occurred during prior period were 
appropriate 

~- Determine whether it is reasonably likely that information may 
be obtained that is relevant to the authorized objective — thus 
warranting an extension for another 90 day period 

~ Determine whether adequate predication has been developed 
to open/or continues to justify a predicated investigation 


аа е 





Teaching Points: Probationary Agent File reviews conducted at least every 60 
days, recommend 30 days 
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DIOG Section 3: 
Unaddressed Work 


| Note: the FD-71 provides a new mechanism to 
assign an Assessment to an electronic Unaddressed Work File 


in the appropriate classification 


at 
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DIOG Section 3: 
CDC's Role and Responsibilities 





CDC's Role and Responsibilities: 

1. Must review all Assessments, Preliminary Investigations 
(PI) and Full Investigations (Fl) that involve a "Sensitive 
Investigative Matter” (SIM) 


2. Must review particular investigative methods as 
mandated by DIOG Section 5 and 11 

3. Requirements imposed on the CDC may be performed 
by an Associate Division Counsel, Legal Advisor, or 
designated Acting CDC. All delegations must be in 
writing and retained appropriately. 


UNCLASSI*IEDZF QUO Kn 











parts 





UHCLASSIFIED'FOUO 






DIOG Section 3: 
CDC Roles and Responsibilities 


CDC Determinations: 


The primary purpose of the CDC's review is to ensure the 
legality of the actions proposed. In this context, the review 
includes a determination that the: 

Investigative activity is not legally objectionable (can be overruled 

by OGC) 

— Activity is not based solely on the exercise of 1st Amendment 
rights or on the race, ethnicity, national origin or religion of the 
subject 

The investigation is founded upon an “authorized purpose” 

(Assessments) or have adequate factual predication (Preliminary 

and Full) 


Advise as to the “wisdom” of the proposed action 


UNCZLASSIFIEDZF QUO З? 
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DIOG Section 3: 





Continued: CDC Determinations 


The CDC’s determination is based on facts known at the 
time of the review and recommendation. 


The CDC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain intact after additional facts are 
developed. 
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DIOG Section 3: 


OGC Roles and Responsibilities 


OGC Role: in coordination with the DOJ NSD, the OGC is responsible for. 
conducting regular reviews of all aspects of FBI national security and 
foreign intelligence activities. 


The primary purpose of the OGC's review is to ensure the legality of the 
actions proposed. These reviews, conducted in the field offices and in HQ 
Units, broadly examine such activities for compliance with the AGG-Dom 
and other requirements. In this context, the review includes a determination 
that the: 


* Investigative activity is not legally objectionable (Activity is not based 
solely on the exercise of 1st Amendment rights or on the race, ethnicity, 
national origin or religion of the subject) 

* The investigation is founded upon an "authorized purpose" 
(Assessments) or have adequate factual predication (Preliminary and 
Full) and meets the standards in the DIOG 

* Advise asto the "wisdom" of the proposed action 
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DIOG Section 3: 
ОСС Roles and Responsibilities 












Continued: OGC Determinations 
* The OGC's determination above is based on facts 
known at the time of the review and recommendation. 


“ Тһе ОСС тау require additional reviews or provide 
guidance as to monitoring the resuits of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain in tact after facts are 

developed 
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Ка өе ТЕ? 
| Other Roles and Responsibilities 








CPO z Corporate Policy Office: Oversight and Implementation of 
the DIOG; Repon compliance risks to OIC (DIOG Section 3.7) 


OIC = Office of Integrity and Compliance: Identify compliance risk 
areas, adequacy Ej olicy and training programs, monitor DIOG 


compliance (DI ection 3.8) 


DCO = Division Compliance Officer: One identified in each Field 
Office to assist the ОС to identify potential non-compliance risk 


zy and report them to proper authority and OIC (DIOG Section 
















PM = Program Manager: HQ entity that identifies, prioritizes, and 
analyzes compliance risks and takes appropriate corrective action 
(DIOG Section 3.9) 
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods 


* Responsibility to protect the American public, not only from 
crime and terrorism, but also from incursions into their 
constitutional rights; accordingly, all investigative activities 
must fully adhere to the Constitution and the principles of 
civil liberty and privacy. 


Provisions of the AGG-Dom, other AG guidelines, and 
oversight from DOJ components, are designed to ensure 
FBI's activities are lawful, appropriate, and ethical, as well 
as effective in protecting civil liberties and privacy. 


DOJ and FBI's Inspection Division, Office of Integrity and 
Compliance, the OGC, other Bureau components, and 
you share responsibility for ensuring the FBI meets these 
goals. 
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Teaching Point: 


The FBI is a very important agency with dedicated, highly professional, greatly disciplined 
Government servants. These words, uttered in in 1975 by then Attorney General Levi, are just as 
true today — if not more so — than they were 34 years ago. But when these words were spoken, it 
was in the context of Senate hearings on the intelligence function of the FBI and the substantial 
concerns expressed by a parade of witnesses that for the purpose of protecting the national security 
and preventing violence, the Bureau was engaging in activities that "tread[] on forbidden ground." 


Fashioning investigative activities that navigate between Constitutional requirements and the 
imperatives of protecting the nation is often a difficult balancing act and one of the hardest issues that 
an agent or analyst can face is whether and under what circumstances a particular investigative 
activity is appropriate. The rewards when we find the right balance often go unnoticed by the general 
public, but the criticism when we don't can be-heard far and wide. 


The Attomey General Guidelines for Domestic Activities and the implementing Domestic 
Investigations Operations Guide are built on a history of attempting to fashion the proper balance 
between investigating crimes and collecting intelligence while protecting the civil liberties of our 
people. You are sitting here today because it is your job to help educate your colleagues on how to 
strike the right balance. 
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods 


° No investigation or assessment can be commenced 
based solely on race, ethnicity, national origin, religion of 
the subject or the exercise of First Amendment rights. 


Corollary to this AGG requirement is the Privacy Act, 
which states that each agency that maintains a system 
of records shall “maintain no record describing how any 
individual exercises rights guaranteed by the First 
Amendment unless expressly authorized by statute or by 
the individual about whom the record is maintained or 
unless pertinent to and within the scope of an 
authorized law enforcement activity. 5 U.S.C. 
oo2a(e)(7). 
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Teaching Point: 
The first two conditions in the Privacy Act are fairly simply and not typical. if 


Congress says we can collect and maintain records about how an individual 


exercises First Amendment rights or if the subject of the record consents, there's no 
problem — and any resultant records would not be based solely on First Amendment 
activities. 


The purpose of (e)(7) of the Privacy Act, as articulated in the limited legislative 
history that we have, is to prevent the "collection of protected information not 


immediately needed, about law-abiding Americans, on the off-chance that 


Government or the particular agency might possibly have to deal with them in the 
future.” The Act does not define an “authorized law enforcement activity,” but the 
courts have been generous in finding a law enforcement purpose for FBI activities. 
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СТ) ООО Section 4 Scenario 
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* What can you do with this information? 
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Questions continue on next slide 
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DIOG Section 4 Scenario 
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Teaching Point: 


These are difficult issues, but it is important to understand not only what is permissible, but how to document 
what action is taken. 
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DIOG Section 4: Privacy and Civil 


Liberties, and Least Intrusive Methods 





FIRST AMENDMENT RIGHTS: 


Individuals or groups who communicate with each other or with 
members of the public in any form in pursuit of social or political 
causes—-such as opposing war or foreign policy, protesting government 
actions, promoting certain religious beliefs, championing particular local, 
national, or international causes, or a change in government through 
non-criminal means, and actively recruit others to join their causes— 
have a fundamental constitutional right to do so. An assessment may 
not be initiated based solely on the exercise of these First Amendment 
rights. If, however, a group exercising its First Amendment rights also 
threatens or advocates violence or destruction of property, an 
assessment would be appropriate 
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods 





FIRST AMENDMENT RIGHTS (cont.): 

° No investigative activity, including assessments, may be 
taken solely on the basis of activities that are protected by 
the First Amendment or on the race, ethnicity, national 
Origin or religion of the subject. 


e [fan assessment or predicated investigation touches on or 
is partially motivated by First Amendment activities, race, 
ethnicity, national origin or religion, it is particularly 
important to identify and document the basis for the 
assessment with clarity 
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods 


All activities must be consistent with the Attorney General's 2003 
Guidance Regarding the Use of Race by Federal Law Enforcement 
Agencies (forbids the use of racial profiling and requires activities 
involving the investigation or prevention of threats to the national 
security to comply with the Constitution and laws of the United States) 


The DIOG stresses several points in each section: 

* Noinvestigation or assessment can be commenced based solely on 
race, ethnicity, national origin, religion, or exercise of First 
Amendment rights 
The FBI must use the least intrusive method that is feasible under 
the circumstances 
In connection with Foreign Intelligence collection, agents must 
operate openly and consensually with U.S. Persons, to the extent 
practicable 

* Allinvestigative activities must have an "authorized purpose" 
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DIOG Section 4: 
Use of Race or Ethnicity 


DIOG Guidance on use of Race or Ethnicity 
As to individuals: 


1. 


2. 


Permits the consideration of ethnic and racial identity 
information based on specific reporting; 

The race or ethnicity of suspected members, 

associates, or supporters of an ethnic-based gang or criminal 
enterprise may be collected when gathering information about or 
investigating the organization; or 


. Ethnicity may be considered in evaluating whether a subject is— 


or is not—a possible associate of a criminal or terrorist group that 
is known to be comprised of members of the same ethnic 
grouping—as long as it is not the dominant factor for 

focusing on a particular person 


va fag 
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DIOG Section 4: 
Use of Race or Ethnicity 


DIOG Guidance on use of Race or Ethnicity 


| As to a community: 


1. Collecting and analyzing demographics — if these locations will 
reasonably aid the analysis of potential threats and vulnerabilities, 
and, overall, assist domain awareness 

2. Geo-Mapping ethnic/racial demographics — if properly collected 


3. General ethnic/racial behavior — cannot be collected, unless it 
bears a rationai relationship to a valid investigative or analytical need 


4. Specific and relevant ethnic behavior 
9. Exploitive ethnic behavior — by criminal or terrorist groups 
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Teaching Point: 


Specific and relevant ethnic behavior: Intelligence analysis or investigative 
experience may show that individuals associated with an ethnic based terrorist 
group or criminal organization conduct activities in certain ways. For example, they 
may conduct their finances using certain systems, work in certain jobs, come from 
certain parts of the country that has links to terrorist activities. These are 
characteristics that can be used when investigating the group or assessing whether 
there is a terrorist or criminal presence. 


Exploitive ethnic behavior: We can collect information that is behavioral or 
culturally oriented about ethnic or racial communities that is reasonably likely t be 
exploited by terrorist or criminal groups who hide within those communities in order 
to engage in their illegal or illicit activities undetected. For example, a cultural 
tradition of using informal money transfer systems to move money overseas may be 
exploited by criminal organizations or terrorists. 
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DIOG Section 4: 


Least Intrusive Investigative Method 





The AGG-DOM and the DIOG require that the 
"least intrusive" means or method be 
considered and, if operationally sound and 
effective, used to obtain intelligence or 
evidence in lieu of a more intrusive method 











MM | | st 
Teaching Point: there is a component of efficiency in being "effective". 


In some instances, a more intrusive method, i.e. use f a CHS, may be more 
operationally sound and effective for resolving an outstanding investigative need, 
than a less intrusive method such as acquiring financial records or business 
records. The totality of the circumstances Surrounding the investigative activity 
plays an important role in considering the use of the least intrusive alternative for 
obtaining intelligence or evidence. Itis a balancing test. 
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Уу ООО Ѕесіоп 4: Ріуасу апа Сіуії E 


‘wre’ and Least Intrusive Methods. 





By emphasizing the use of less intrusive 
means, employees will be able to balance: 


Our need for evidence/intelligence 
vs. 


Mitigating potential negative impact on the privacy and civil 
liberties of people/public 
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DIOG Section 4: Privacy and Civil Liberties, 
and Least Intrusive Methods 





Primary factor in determining “intrusiveness”: 


* The degree of procedural protection that the law and the 
AGG-DOM provide for the use of the particular method. 


— Examples of "more intrusive” methods: Search 
Warrants, wiretaps, UCOs 


— Examples of “less intrusive” methods: checks of 
government databases, state or local criminal record 
checks, commercial databases, interviews | 





UHOCLASSIPIEDA4E CUO КЕ, 











ƏМСІЛ8ЗІМЕПІЕС ШО 


DIOG Section 4: Privacy and Civil Liberties. 
and Least Intrusive Methods 


Items to consider when determining the relative intrusiveness of 
an investigative method: 


e Is method permitted prior to the initiation of an assessment? 
Is the method relevant to the assessment or investigation? 


Will the information collected or obtained likely further the 
investigative objective? 


What alternatives exist for gathering the same information? 
Are those altematives relatively less intrusive? 


What time span is involved in using the investigative method 
(days, weeks, months)? 


What confidence level is associated with the information 
gathered using the investigative method? 


Will the method resolve a pending investigative issue quickly? 
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ИНСЕАЗУНЕОВЕОЦО 


DIOG Section 4: 
Least Intrusive investigative Method 


Factors to Determine "Intrusiveness": 
. Nature of the information sought 
. Scope of the information sought 


. Scope of the use of the investigative 
method 


. Source of the information sought 
. Risk of public exposure 


ее Зе 
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UNCLASSIFIED'FOUO As of February 20, 2009 


DIOG Section 5 &11: Investigative Methods 


ғ, H ПРИ ene py -9-te TUE | E LEE = 
ETO ПОТЕ AS ogen anig SUP IRI bas нЕ 


i indicates e methods А - under a particular operational acthuty: 3. ТТЛ ЫА 2 <a 





Obtain publicly avaliable Information 
Access and examine Fal and other DOJ records, and obtain information from any FBI or DOU personne! 


Access and examine recomis maintained by, and request informabon from, other federal, stele, local, tnbel, or foreign governmental antiGes or 


Use online services and resources (whether nonprott or commercial} _ 

Use and recruit human sources in confornsty with AG Guidelines Regarding the Usa of FBI Confidential Human Sources 
Interview or request Information from members of tha public and private entties inchides pretextual Internews) 

Accept information voluntary provided by governmental or private entities 

Engage in observation or surveillance not requiring a court order 

Mal covers 


Physical searches of personal Or real property where a warrant or court order Is not legally required because there is no reasonable expectation 
of privacy {e.9., ash covers) | 


Consenaual monitoring of communications, including consensual computer mantiering, із subject 10 legal review the CDC or the FBI OGC. 
Taaa maaa aia monitoring circumstance Is имам, тойбой вором by e Cánind dones e the investigation concerne 
oreign Inteligence of a treat to the national eocarty by tha National Security Division 


Use of closed-circuit television, direction Sindara, aed other monitoring devices, subject to legal review by the COC or FBI ООС 



















































Compulsory process as authorized by law, Incaran Редепі Grand dry оби крова вл Навои Bacarky Letars (Federal Grond JU | 
subpoanes tor telaphane end electronic mail subscriber records can be used during type 1 and 2 Assessments only} 


Atceseing stored wire end electronic commucications end transactional records 
Use of pon registers and tap and trace devices 

‚ Electronic surveltance ` 

Foreign intetigence collection under Ti$e Vil of FIA 


Physical sestches, Inckding maii openings, where a wasnt or court order le legadly required bacanna thara is an expectation of privacy 
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Investigative Methods/Approvals Chart 





Use online services and seources (whether nonpectt 1. 
or commercial) _ 


infarvlew or request Inonmation irom members of the 
pubio and private enttios 


li 
F 
| 


| 


UliCLASSIFIEDAFCUO РУ af May 18. 2 

















Sela ia a ren eats ne, neg ey cot 


mechanical devices opersted by a user (¢.¢.. binoculars; hand-held cameras: radiation, chemical or biological 
af 
Or Derna inania a hema a Ats a reasonable өзресібоп prvacy (b.g. equipment such as e 


din indlation of survediance. Requires SIA authorized to 
, FI employee cont MEER eU Fa Sr e approval NO IERI ea een 

gral lo SSA or SIA. Musi be in wnting and appeoprielely filed. 

: SIA. Must be in waiting and approprmiely fled. 

Ang uorum vo HOCH is not required 0 use this method during 
pt thai a the use pone bt О о М мно био ыы the 
report the pattam-based data mining to Congress, by 
ЛО fined: Use of one or more data bases to search for parsons who f a set of group characteristics or patiems of behavior (®.g., the known characierisiics of a particuiar 


4. oes and Resources (whethe profit or commercial Subscribing to or purchasing any new service cust be done pursuant to FBI contracting procedures. . 
5. Interview 
Int ease e ae ning of an бедиш { осшде tha subject) designed to gather information from the person being Interviewed that is accurate, pertinent to, and within the scope of an 













assessment or 
іп normal course of Interview, FBI shouki employee's affflabon interview, pamon baing беген axproesea desire provide informabon, ployee 
n Pay nat mony awry aia iaaa асбо О А поен, БЕШЕНЕ А Н inteneves indicates he or she Gee es con b2 
Custodial Interviews: Miranda warnings ace required to be given prior to custodel interviews if the subject fs slgndicently resincied In his/her freedom of action to a degree normally associated with b7E 


Interviews that require supervisory approval: 
() contsct with represented persons requirss CDC review, 


(1) use, SAC and eppopmts POET AD asp nd pla ic Sine RO Gina Cogs #8 they would from other sources, and they may act upon d However, prior COC 
review, SAC AD Айыга 14] seeks iD 
апа аррорпаіе РВА к r polca lo tha AD Office сі are required employes ре ря eee 
required 


FBl 
and 
(ti} White House Psrsannel: CDC review and SAC is bafore contact with Whee House personnal. COC review, SAC approval and spproprsie FBIHO Section Chief 
) approval onean ar Dara tne before inki House. ' 


t not іс: мей evdence and 
6. A alal avedenea aue OuMarity Provided, ау бо ото Includes, but s united to: oral as as (ean a М 
) 


FBl employee may not request nor knowingly accept information where disclosure would be prohibted by federal law (u.g., communications records 


. M From, F Entities When 
7 Access сов ааа by, and ов Other одага: State, Local, Тым. ог Forpign Governmental : or w Agencies: requesting 


subpoery iphone of Electronic Used only during a type 1 or 2 asesasment. 
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Investigative Methods/Approvals Chart 
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Teaching Points: 


1. Mail Covers: The DIOG currently states that for national security mail covers, "after being 
approved by the SSA, the Field Office must transmit the mail cover letter request by EC, with the 
draft letter as an attachment, to the National Security Law Branch (NSLB) for legal review and 

concurrence. Upon review and concurrence, the NSLB must transmit the letter request for 

signature to the EAD, National Security Branch, or, in his or her absence, to the Director. 


2. : 
е ce must ensure that the їп ual who b2 
approves S So authorized. For example, if the SAC has delegated authority to approve OIA | 


for consensual monitoring to the SSA, upon CDC review, the SSA can a prove the consensual DIE 
monitoring and OIA. if OIA authority was not delegated to SSA, appropriate supervisory authority 


must'expressly approve OIA. 
3. Administrative Subpoenas: Within the FBI, the authority to issue administrative subpoenas is 
limited to those positions | а ted authori m the Attorney General: that authori 





Three Types of Administrative Subpoenas Authorized: (i) drug program investigations; (ii) child 
sexual exploitation and abuse investigations; (ili) health care fraud investigations. 


. 4. National Security Letters: Authority to Sign NSLs has been delegated to the Deputy Director, 
EAD and Assistant EAD for NSB; ADs and all DADs for CT/CD/Cyber; General Counsel; DGC 


for NSLB; ADICs in NY, DC and LA: and all SACs. Every NSL must be reviewed and approved 
by a CDC or NSLB attorney. 
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t5] Course Overview 








Overall Training Objective: 





Provide an instructional foundation on the DIOG 
and then apply the knowledge gained by using 
hypothetical examples and scenarios. Upon 
completing this course of instruction you should 
have a firm grasp of the concepts and principles 
underpinning the DIOG. 


ЕТГІ; 
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Course Overview 


Participation Standards: 


Questions are welcome; however, if your question is about a specific 
set of facts that may divert the training objective, please direct your 
question to one of the Training team members at a break for a 
response. 


During the scenario exercises, participants will be called upon to 
provide their response to particular facts or circumstances. Each 
Unit/Section should select a representative to speak for the 
Unit/Section and rotate that responsibility among the group. The 
scenarios are meant to prompt discussion, but the presenters must 
keep the scenario moving forward. Please understand that everyone 
may not be able to voice their perspective in the group setting. Keep in 
mind there.may be several avenues to reach the:same justified 
conclusion. You may use Your MANGOS and training aids to ои 





; 

i 

your decision. ИО ТИ И ТТТ 
а Васа аа аа ыға ҒЫН айы а ыма анаға аа Мас ағалы ы Аталуы а a ЗЕН 
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Course Overview 


Course Completion: 


* You must complete the entire mandatory 16.5 hours of training. You 
must score an 80% or higher to pass. You will be notified of your score 
via e-mail. If you do not pass the first time, you will be permitted to 
take the test again. 


*Please annotate on the attendance sheet your presence at the training 
if you pre-registered. If you did not pre-register, please print your 
name, division, and the items requested on the attendance roster. 


e After the course is complete, you will be receiving a survey e-mail 
containing questions that will test your knowledge and understanding 
of the material presented. The test is open book. 
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AGG-Dom: 
Overview 
* Provides ability to FBI authorities to be more proactive 
and preventative, and the flexibility to deal with complex 


threats that do not fall neatly into individual programs 


* Provides clarity and improves compliance by combining 
several sets of guidelines into one consistent set of 


guidelines 





Teaching Point: Removes discrepancies, sets uniform rules for criminal, national 
security, and foreign intelligence collection cases. Each program will have a 
program-specific policy guide (PG) 














ages, AGG-Dom: 
547 Overview 












Reduces reporting requirements, particularly in the 
national security area 


e Recognizes Special Events and Domain Management as 
part of the FBI’s mission 


e Recognizes the FBI’s obligation to provide investigative 
assistance and joint operational support to other 
agencies, including the U.S. intelligence community 


e Creates a new category outside of predicated 
investigations named "Assessments" 


та ады а аа са а RR к Ыс а қак cr dc С Аы А іы Мары С ыға а ыла E кес caca Mac coa nime. ЗЫ 


UNCLASSIEIEDIFOUG = 











UNCLASSIFIED//FOUO 


v4 Policy Environment for Domestic Operations 







AG GUIDELINES (AGG-Dom) 


Apply to domestic national security and criminal investigative activities, including 
interagency coordination and intelligence analysis. 
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Teaching Point: 


FBIHQ Division Program Policy Implementation Guides 
(PG): 


«Cannot be less restrictive than the DIOG 
*Must comply with the policy contained in the DIOG 


*Requests for program policy deviations from the DIOG must be reviewed by 
the OGC and approved by the Deputy Director 
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pl DIOG: 
Table of Contents 


ARE ИА НН 


1. Зсоре апа Ригрозе | 


2. General Authorities and 
Principles | 


3. Core Values, Roles and 12. Assistance to Other Agencies 
Responsibilities 


4, Privacy and Civil Liberties, and 
Least Intrusive Methods 


5, Assessments 





ir RRA COPE TE дісі E PIE 


| 
| 
| 
| 
| 
| 
| 
i 
| 
| 


1 0. Sensitive Investigative Matter 
11. Investigative Methods 





P 
E 
И 
H 
$ 
4 
5 
1 
à 
ж 
H 
E 
H 
E 
E 
1 


13. Extraterritorial Provisions 





14. Retention and Sharing of 
Information | 


6. Preliminary Investigations | 15. Intelligence Analysis and 
Planning 
6. Undisclosed Participation — 
7. Otherwise Illegal Activity 
Appendices 
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7. Full Investigations 
8. Enterprise Investigations 


,1 9. Foreign Intelligence 
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(9) DIOG Section 1: 
<< Scope & Purpose 


DIOG applies to all investigative and intelligence 
collection activities conducted by the FBI 

— within the United States 

— in the United States territories 

— outside the territories of all countries 


DIOG does not apply to investigative and intelligence 
collection activities of the FBI in foreign countries 


— governed by AGGs for Extraterritorial FBI 
Operations (national security and criminal) 


ЕСТЕ | А 
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T- DIOG Section 1: 
2" Scope & Pürpose 


The primary purpose of the AGG-DOM and the DIOG is to 
standardize policy so that criminal, national security and foreign 
intelligence investigative activities are performed in a legal and 
consistent manner 


The DIOG replaces numerous FBI manuals, electronic 
communications, letterhead memoranda and other policy 
documents. The DIOG is located on the Corporate policy Office 
(CPO) Policy and Guidance Library web site 

The changes implemented by the DIOG better equip you to protect 
the people of the United States against crime and threats to the 
national security 


The DIOG stresses the importance of oversight and self-regulation 
to ensure compliance 
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^ General Authorities & Principles 















* The AGG-Dom replaces six guidelines: 
— The Attorney General's Guidelines on General Crimes, 
Racketeering Enterprise and Terrorism Enterprise Investigations 
(May 30, 2002) 
— The Attorney General's Guidelines for FBI National Security 


Investigations and Foreign Intelligence Collection (October 31, 
2003) * 


— The Attorney General's Supplemental Guidelines for Collection, 
Retention, and Dissemination of Foreign Intelligence (November 
29, 2006) 
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DIOG Section 2: 
General Authorities & Principles 


* The AGG-Dom also replaces: 

-~ The Attorney General Procedure for Reporting and Use of 
Information Concerning Violations of Law and Authorization for 
Participation in Otherwise Illegal Activity in FBI Foreign 
Intelligence, Counterintelligence or International Terrorism 
Intelligence Investigations (August 8, 1988) * 

— The Attorney General's Guidelines for Reporting on Civil 
Disorders and Demonstrations Involving a Federal Interest (April 
5, 1976) 

— The Attorney General's Procedures for Lawful, Warrantless 
Monitoring of Verbal Communications (May 30, 2002) (only 
portion applicable to FBI) 


ИЛЫ Де Г 
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Note: Regarding Extraterritorial FBI s Operations, the 
AGG-Dom did not repeal or supersede certain portions 
of the prior guidelines (marked * in prior slides). These 
national security extraterritorial portions continue to 
remain in effect pending the approval of new Attorney 
General's Guidelines for Extraterritorial FBI Operations 
for both national security and criminal investigations. 


Additionally, the classified Attorney General Guidelines 
for Extraterritorial FBI Operations and Criminal 
Investigations (1993) continue to remain in effect 
pending approval of the new guidelines. 
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Comparison of Prior and New 
Attorney General Guidelines 


General Comparison 


Prior AGG 
Investigative Guidelines and Compliance Rules 


The six guidelines governing investigative and 
intelligence gathering replaced/superseded by the new 


The Attomay General's Guidelines on General 
Crimes, Racketeering Enterprise and Terrorism 
Enterprise Investigations; 

The Attomey General's Guldelines for FBI 
National Security Investigations and Foreign 
Intelligence Collection 

Tha Attornay General's Supplemental Guidelines 
for Collection, Retention, and Dissemination of 
Foreign Intelligence 

The Attorney General Procedure for Reporting 
and Use of information Conceming Violations of 
Law and Authorization for Participation in 
Otherwise Illegal Activity in FBI Foreign 
Intelligence, Counterintelligence or International 
Terrorist Intelligence Investígations 

The Attomey General's Guidelines for Reporting 


New AGG 
Investigative Guidelines and Compliance Rules 


The Attorney General’s Guidelines (AGG) for Domestic 
FB! Operations govem all FBI investigative and 
intelligence gathering activities conducted In the United 
States or outside the territories of all other countries 
replaces five guidelines and supersedes ona 


on Civil Disorders and Demonstrations Involving a 


Federal Interest 

The Attomey General's Procedures for Lawful, 
Warrantless Monitoring of Verbal 
Communications (superseded, as to the FBI) 


Numerous and different guidelines used for compliance 
Different rules for national security and criminat 


One standardized guidelina used for compliance 


One set of rules for national secunty and criminal 
Investigations 


ЕТТЕ 
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Comparison of Prior and New 
Attorney General Guidelines 


Assessments 


Prior AG reat Ass 


t 7 о 


Obtain publicly available information 

Access and examine FBI/DOJ records, and obtain 
Information from any FBI/DOJ personnel 

Check other federal, state, and local records 

Use online services and resources 

Interview previously established Human Sourcas (not 
Including new tasking of such sources) 

Interview or request information from members of the 
public’and private entities (other than pretext interviews 
or requests) 

Accept voluntarily information 


 UNCLASSIFIEDIFO 


New АСС (А 
Authorized Methods 


Obtain publicly available information 

Access and examine FEI and other DOJ records, and 
obtain information from any FBI or DOJ personnel 
Access and examine records maintained by, and 
request information from, other federal, state, local, 
inbal, or foreign government or agencies 

Use online services and resources 

Use and recruit human sources in conformity with AG 
Guidelines Regarding the Use of F&I Confidential 
Human Sources 


Interview or request information from members of the 
public and private entities 


Accept information voluntarily provided by govemmental 
or private entities 


Engage in observation or surveillanca not requiring a 
court order 


Federal Grand Jury subpoenas for telephone and 
electronic mall - subscriber records only 


"P ыы мыз 
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Comparison of Prior and New 
Attorney General Guidelines 





` 






Preliminary Investigations 





Prior AGG 
Authorized Methods 








Authorized Methods 


All Assessment Mathods 
. Mail covers 

* Physical searches of personal or real properly where а 
warrant or court order is not legally required because there Is 
no reasonable expectation of privacy 


. Consensual monitoring of communications (including 
consensual computer monitoring) 


. Closed circuit TV, direction finders, and monitoring devices 
М Polygraph examinations 
. Undercover operations 


Compulsory process as authorized by law: Federal Grand Jury 
and other subpoenas and National Security Letters 


. Accessing store wire and electronic communications and 
transactional records 


. Usa of pen registers and trap and trace devices 
























All Thraat Assessment techniques 
* Interviews (including pretext) of subject arid others 


. Recruitment of new human sources & tasking of existing 
sources 


. Inquiry of foreign law enforcement, intelligence, or security 
agencies 

Mall covers 

Consensual monitoring of communications 

Closed circuit TV, direction finders, and monitoring devices 
Undercover operations 

Physical, photo, and video surveillance 







































Polygraph examinations 
National Security Letters 

Accessing stored wire/electronic communications 
Pen registers/Trap & Trace 

Obtain business records 

Grand Jury subpoenas 


Reporting Requirements 


* Field notification of imtiation to FBIHQ (10 Days) 
*  FBIHQpotification to DOJ-Ot of initíation (10 Days) 
* РЕНО natify DAG # initiation is disapproved 










Reporting Requirements 


Only if sensitive investigative matter - Notify FBIHQ and 

DOJIU.S. Attorney - Notify NSD if sensitive matter is a 

national security threat (NLT 30 Days) 

*  FBIHQ nolify the DAG if initiation ls disapproved based on 
insufficient predication for national matters 


























UNCLASSIFIED//FOUO 


Comparison of Prior and New 
Attorney General Guidelines 


Full Investigations 


Prior AGG 
Authorized Methods 


All Threat Assessment techniques 

All preliminary Investigation techniques 
Electronic Survelllanco 

Physical searches and Mail openings  . 


Reporting Requirements 
Field notification of Initiation to FBIHQ (10 Days) 
FBIHQ notification to DOJ-OI of initiation (10 Days) 


FBIHQ notify DAG if initiation is disapproved 
Annual summary submitted to DOJ- 


; 
Р" 


РРР 


ғ, 


Мем АСС 


Authorized Methods 


All Assessment Methods 

All Preliminary Investigation Methods 

Electronic Surveillance 

Foreign intelligence collection under Title Vit of FISA 
Physical searches and Mail openings 


Reporting Requirements 


Notify FBIHQ and DOJ/U.S. Attorney sensitive 
investigative matter - Notify NSD if sensitive matter is a 
national security threat (NLT 30 Days} 

FBIHQ notification to DOJ-NSD (NLT 30 Days) only if ; 


• Initiation on U.S, person relating to a national 
security threat 

* initiation based on foreign intelligence 
requirement 


FBIHQ notify the DAG if initiation is disapproved based 
on insufficient predication for natlonal security matters 
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DIOG Section 2: 
General Authorities & Principles 


The FBI is authorized to: 


Conduct investigations and collect evidence (criminal and national 
security) and collect foreign intelligence (AGG-Dom, Part II) 


Provide investigative assistance to federal, state, local, tribal, and 
foreign agencies (AGG-Dom, Part lil) and (DIOG Section 12) 


Collect information necessary for and conduct intelligence analysis & 
planning (AGG-Dom, Part Il & IV) and (DIOG Section 15) 


Retain and share information (AGG-Dom, Part VI) and (DIOG Section 
14) 
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The word "Assessment" has two distinct meanings: 


* The AGG-Dom authorizes as an investigative activity 
an "assessment" which requires an authorized 
purpose and objective as discussed in DIOG Section 
5. 


e The U.S. intelligence community uses the word 
"assessment" to describe written intelligence products 
as discussed in DIOG Section 15.7.B. 
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DIOG Section 2: 


^ General Authorities & Principles 


* The FBl is an intelligence agency as well as a law 


enforcement agency 


* The FBl is authorized to engage in intelligence 
analysis and planning, using all lawful sources of 
information: 

— development of overviews and analysis 

— research and analysis to produce reports and 
assessments 

— operate intelligence systems that facilitate and 
support investigations through ongoing compilation 
and analysis of data and information 


tye 
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DIOG Section 2: 
General Authorities & Principles 


* The FBl is the "lead federal agency" in the following 

areas: 

— Federal Crimes of Terrorism (listed in DIOG Section 
2.4.C) 

— Other non-Terrorism federal crimes (listed in DIOG 
section 2.4.D) 

— Counterintelligence and Espionage (listed in DIOG 
section 2.4.F) 


~ Criminal Investigations (some listed in DIOG Section 
2.4.G; see also CID PGs) 
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DIOG Section 2: 
General ‘Authorities & Principles 


Departures from the AGG — Dom: 

In Advance: FBI Director, Deputy Director, or EAD 
(NSB or Criminal Cyber Response and Services 
Branch) must approve with notice to the General 
Counsel. 


In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as 
practical to Director, Deputy Director or EAD with 
notice to General Counsel — OGC must Keep records 
of all departures to advise DOJ, as required. 


UNCLASSIFIED/FOUO 7 
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DIOG Section 2: | | 
General Authorities & & Principles 


‘Departures. from the DIOG: 
In Advance: Appropriate substantive AD or DAD must 
approve with notice to the General Counsel or appropriate 
Deputy General Counsel (DGC). 


In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as practical; 
SAC or HQ Section Chief must provide written notice to 
appropriate substantive AD and the General Counsel. 


pee ою 
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oie DIOG Section 2: 
usw "General Authorities & Principles - 


The AGG-Dom and DIOG apply to all FBI domestic 
investigations and operations conducted by “FBI 
employees" — defined as: 


* applicable support personnel 


¢ intelligence analysts 

* special agents 

* task force officers (TFO) 

* detailees 

¢ FBI contractors 

* confidential human sources (CHS) 
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DIOG Section 2: - 
General Authorities & Principles 


FBIHQ Division Program Policy Implementation Guides 
(PG): 
* Cannot be less restrictive than the DIOG 
* Must comply with the policy contained in the DIOG 


— requests for program policy deviations from the 
DIOG must be reviewed by the OGC and approved 
by the Deputy Director 





ССИ 
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DIOG Section 2: 


General Authorities & Principles 












Authorities of an FBI Special Agent: 

1. Investigate violations of the laws, including the criminal drug laws, of 
the United States (21 U.S.C. § 871; 28 U.S.C. §§ 533, 534 and 535; 
28 C.F.R. § 0.85) 


2. Collect evidence in cases in which the United States is or may be a 
party in interest (28 C.F.R. § 0.85 [a]) as redelegated through 
exercise of the authority contained in 28 C.F.R. § 0.138 to direct 
personnel in the FBI 


3. Make arrests (18 U.S.C. §§ 3052 and 3062) 


4. Serve and execute arrest warrants and seize property under warrant; 
issue and/or serve administrative subpoenas; serve subpoenas 
issued by other proper authority; and make civil investigative 
demands (18 U.S.C. §§ 3052, 3107; 21 U.S.C. § 876; 15 U.S.C. § 

1312) 





Morir i alit orum n 











= T DIOG Section 2: 
wie” General Authorities & Principles 


Authorities of an FBI Special Agent (cont): — 


5. Carry firearms (18 U.S.C. § 3052) 


6. Administer oaths to witnesses attending to testify or 
depose in the course of investigations of frauds on or 
attempts to defraud the United States or irregularities or 
misconduct of employees or agents of the United States 
(5 U.S.C. § 303) 


7. Seize property subject to seizure under the criminal and 
civil forfeiture laws of the United States (e.g., 18 U.S.C. §§ 
981 and 982) 


8. Perform other duties imposed by law 


O UNCLASSIFIEDIFOUÓ : | 
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“s+ DIOG Section 2: 
<<" General Authorities & Principles 


The AGG-Dom did not limit other authorized FBI 


activities, such as: 


e Conducting background checks and inquires 
concerning applicants and employees under federal 
personnel security programs 

* Maintenance and operation of national criminal 
records systems and preparation of national crime 
statistics 


* Forensic assistance and administration functions of 
the FBI Laboratory 











Le: i 2. 
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DIOG Section 3: 
FBl's Core Values 


The FBI’s Core Values are: 
Higorous obedience to the U.S. Constitution 
Respect for the dignity of all those we protect 
Compassion 
Fairness | 
Uncompromising personal integrity and institutional 
integrity 
Accountability by accepting responsibility for our 
actions and decisions and their consequences 


Leadership, by example, both personal and 
professional 
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Teaching Points: DIOG Section 3.1: 


1. Core values must be fully understood, practice, shared, vigorously defended 
and preserved. 


2. By observing core values — FBI will achieve a high level of excellence in 
performing both our national security and criminal missions. 


3. Information for reporting violations is available from the Office of Integrity and 
Compliance (OIC). 
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Ел: ОЮС Фесйоп 3: 
<=“ Compliance 














Everyone’s Responsibility: 

e To learn and understand the laws, rules and 
regulations that govern their activities 

* [ofully comply with all laws, rules and regulations 
governing investigations, operations, programs and 
activities 

e To report to proper authority any known or suspected 

failures to adhere to the law, rules or regulations 






Teaching Point: DIOG Section 3.1: 


1. DIOG compliance applies to all FBI employees; task force officers, contractor's 
etc. 


2. May not disregard the law, rule, etc. for sake of expediency. 
3. Information for reporting. 
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DIOG Section 3. 2. 


¢ DD is the proponent of the DIOG and subordinate 
implementing procedural directives and specific policy 
implementation guides (PGs) 


* DD has oversight of DIOG compliance, monitoring 
and auditing processes 


* DD has responsibility for DIOG training 
* DD, through the Corporate Policy Office (CPO), will 


ensure the DIOG is updated one year from 
implementation, and every three years thereafter 


i 
} 
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Teaching Point: DD, through the CPO, wiil review the Program Guides (PGs) for 
all divisions to ensure compliance with DIOG standards. 
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DIOG Section 3: Special Agent, Intelligence 
4^ Analyst, Task Force Officer, FBI Contractor, 
and Others - Roles and Responsibilities 


DIOG Section 3.3: 


* Comply with AGG-Dom and DIOG standards for 
initiation, conducting, and closing investigative 
activity; collection activity; or use of an investigative 
method 
Obtain training on DIOG standards relevant to their 
position and perform activities consistent with those 
standards 
Ensure all investigative activity complies with all laws 
and policy 
Identify victims, offer FBl assistance, and furnish 
information to the FBI Victim Specialist 
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Teaching Point: 


1. Laws/policy include the Constitution, federal law, Executive Orders, 
Presidential Directives, AGG-Dom, other AGGs, Treaties, MOAs/MOUs, DIOG 
and other policy. When in doubt — consult their Supervisor, the CDC or OGC. 


2. Victims include those who have suffered direct physical, emotional, or financial 
harm as a result of the commission of federal crimes. 
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DIOG Section 3: $ресїа! Agent, Intelligence 
Analyst, Task Force Officer, FBI Contractor, 
апа Others - Roles and Responsibilities - В 


| (Continued — DIOG Section 3.3) 


* Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process 

* Conduct no investigative activity solely on the basis of 
activities protected by the 1** Amendment or solely on 
the basis of race, ethnicity, national origin or religion 
of the subject 


e Report non-compliance to the proper authority 


UNCLASSIFIED/FQUO 
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"Ww DIOG Section 3: 
—— Supervisor К and Responsibilities 


DIOG Section 3. 4. А - Supervisor Defi ned: 


* Field Office or FBIHQ personnel, including: SIA, SSA, 
SSRA, UC, ASAC, ASC, SAC, DAD, AD, ADIC,.and 
EAD 


СЗТ 
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DIOG Section 3: 
Supervisor Roles and Responsibilities 


DIOG Section 3.4.B - Supervisor Responsibilities: 
* Determine whether the DIOG standards are satisfied 
for initiating, approving, conducting and closing an 

investigative activity, collection activity, or 
investigative method 

Ensure all investigative activity complies with all laws 
and policy 

Obtain training on DIOG standards relevant to their 
position and conform their decisions to those 
standards 

Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process 
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DIOG Section 3: 
'Supervisor Roles and Responsibilities 


u Continued DIOG Section 3.4.B - Supervisor 
Responsibilities: 
¢ |f encountering a practice that does not 


comply with the law, rules, or regulations, the 
supervisor must: 


— 1. report that compliance concern to the 
proper authority 


— 2. take action to maintain compliance, 
when necessary 


¢ Ensure no retaliation or adverse action is 


taken against persons who raise compliance 
concerns 


, 
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Teaching Points: 


1. Should report non-compliance to immediate Supervisor and/or OIC. 


2. OIC non-retaliation policy located in the CPO policy and guidance library. 
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"= DIOG Section 3: 
s Supervisor Roles and Responsibilities 


DIOG Section 3.4.C - Supervisory Delegation: 

* Any DIOG requirement imposed on a Supervisor may be 
delegated/performed by a designated Acting, Primary, or Secondary Relief 
supervisor as indicated below, unless specified otherwise by federal 
statute, EO, PD, AGG, FBI Policy or any other regulation. 

— Supervisor may delegate authority to a supervisor one level junior to 
himself/herself (e.g. SAC to ASAC; or SC to Assistant/SC) 
* Must identify the task delegated 
* Must identify the supervisory position given approval authority 
* Must be in writing 
* Must be retained appropriately 
— Higher level Supervisors in the same chain-of-command as the original 


supervisor may approve a particular activity without written delegation 
documentation 


В iMac MEO iuo ае MAE 





Teaching Points: Question — Can SSA or SIA delegate? No, but an appropriately 
designated Acting or Relief Supervisor can assume the responsibilities in the 
absence of the SSA. 


DIOG 3.4 C 
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DIOG Section 3: | 
Supervisor Roles and Responsibilities 


DIOG Section 3.4.D - Investigative File Reviews: 
e Conducted by. full-time supervisors or primary relief supervisors 
with subordinates 


— (other relief supervisors must have written SAC authority to 
conduct) 


Conducted with all Agents, Resident Agents, TFOs, analysts, 
detailees, and FBI contractors, as appropriate 


Conducted in-person or by telephone when necessary 
Conducted in private 
Documented/noted on ACS ICMC report, FD-71 or Guardian 


Conducted at least every 60 days for Probationary Agents, 
recommended every 30 days 


UNCLASSIFIZONFOUO т | 


Teaching Points: ACS Investigative Case management Case Review report. 
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“¥ DIOG Section 3: 
= Supervisor Roles and Responsibilities 


Assessment Justification/File Reviews: 
e Conducted for every 30 day period for Type 1 and 2 Assessments 
— (with 10 additional days to complete and document) 
¢ Conducted for every 90 day period for Type 3, 4, and 6 Assessments 
— (with 30 additional days to complete and document) 
e Supervisor Must: 


— Evaluate progress made toward the achievement of authorized 
purpose and objective 


— Ensure activities that occurred during prior period were appropriate 


— Determine whether it is reasonably likely that information may be 
obtained that is relevant to the authorized objective — thus 
warranting an extension for another 30/90 day period 


— Determine whether adequate predication has been developed to 
open a predicated investigation 


— Determine whether the assessment should be terminated 


Teaching Points: DIOG Section 5 details file review requirements. 
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DIOG Section 3: | 
Supervisor Roles and Responsibilities 














Predicated (Preliminary and Full) Investigation File Reviews: 
e Conducted for every 90 day period 
— (with 30 additional days to complete and document) 
e Supervisor Must: 


— Evaluate progress made toward the achievement of authorized 
purpose and objective 

— Ensure activities that occurred during prior period were 
appropriate 

— Determine whether it is reasonably likely that information may 
be obtained that is relevant to the authorized objective — thus 
warranting an extension for another 90 day period 

— Determine whether adequate predication has been developed 

to open/or continues to justify a predicated investigation 
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Teaching Points: Probationary Agent File reviews conducted at least every 60 
days, recommend 30 days 
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vika DIOG Section 3: 
= Unaàddressed Work 


Note: the FD-71 provides a new mechanism to 
assign an Assessment to an electronic Unaddressed Work File 


in the appropriate classification 
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DIOG Section 3: 
сос Б Role and Responsibilities 


CDC’ 5 Role and Responsibilities: 


. Must review all Assessments, Preliminary Investigations 
(Р!) and Full Investigations (Fl) that involve a "Sensitive 
Investigative Matter" (SIM) 


. Must review particular investigative methods as 
mandated by DIOG Section 5 and 11 

. Requirements imposed on the CDC may be performed 
by an Associate Division Counsel, Legal Advisor, or 
designated Acting CDC. All delegations must be in 
writing and retained appropriately. 
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viis DIOG Section 3: 
“==” CDC Roles and Responsibilities 


CDC Determinations: 


The primary purpose of the CDC’s review is to ensure the 
legality of the actions proposed. In this context, the review 
includes a determination that the: 

Investigative activity is not legally objectionable (can be overruled 

by OGC) 

— Activity is not based solely on the exercise of 1* Amendment 
rights or on the race, ethnicity, national origin or religion of the 
subject 

The investigation is founded upon an "authorized purpose" 

(Assessments) or have adequate factual predication (Preliminary 

and Full) 


Advise as to the "wisdom" of the proposed action 


^ .  UNCLASSIFIED/FOUO 
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s.) DIOG Section 3: 
z-— OCDC Roles and Responsibilities 


Continued: CDC Determinations 
The CDC's determination is based on facts known at the 
time of the review and recommendation. 


The CDC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain intact after additional facts are 
developed. 


РРР 
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DIOG Section 3: | 
OGC Roles and Responsibilities 


OGC Role: In coordination with the DOJ NSD, the OGC is responsible for 
conducting regular reviews of all aspects of FBI national security and 
foreign intelligence activities. 


The primary purpose of the OGC's review is to ensure the legality of the 

actions proposed. These reviews, conducted in the field offices and in HQ 

Units, broadly examine such activities for compliance with the AGG-Dom 

and other requirements. In this context, the review includes a determination 

that the: 

e Investigative activity is not legally objectionable (Activity is not based 

solely on the exercise of 1st Amendment rights or on the race, ethnicity, 
national origin or religion of the subject) 


The investigation is founded upon an “authorized purpose” 
(Assessments) or have adequate factual predication (Preliminary and 
Full) and. meets the standards in the DIOG 


e Advise as tothe "wisdom" of the proposed action 


ЖЕТЕК: 2527 MEM 

















UNCLASSIFIED/FOUO 


-m-4 DIOG Section 3: 
еш OQGC Roles and Responsibilities 


Continued: OGC Determinations 
* The OGC's determination above is based on facts 
known at the time of the review and recommendation. 


* The OGC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain in tact after facts are 
developed 
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DIOG Section 3: 
Other Roles and Responsibilities 











CPO = Corporate Policy Office: Oversight and Implementation of 
the DIOG; Report compliance risks to OIC (DIOG Section 3.7) 


OIC = Office of Integrity and Compliance: Identify compliance risk 


areas, adequacy of policy and training programs, monitor DIOG 
compliance (DIOG Section 3.8) 





DCO = Division Compliance Officer: One identified in each Field 
Office to assist the OIC to identify potential non-compliance risk 
ЭТО) and report them to proper authority and OIC (DIOG Section 






PM = Program Manager: HQ entity that identifies, prioritizes, and 
analyzes compliance risks and takes appropriate corrective action 
(DIOG Section 3.9) 
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^X DIOG Section 4: Privacy and Civil 
ve" Liberties, and Least Intrusive Methods 


* Responsibility to protect the American public, not only from 
crime and terrorism, but also from incursions into their 
constitutional rights; accordingly, all investigative activities 
must fully adhere to the Constitution and the principles of 
civil liberty and privacy. 


Provisions of the AGG-Dom, other AG guidelines, and 
oversight from DOJ components, are designed to ensure 
FBI's activities are lawful, appropriate, and ethical, as well 
as effective in protecting civil liberties and privacy. 


DOJ and FBI's Inspection Division, Office of Integrity and 
Compliance, the OGC, other Bureau components, and 
you share responsibility for ensuring the FBI meets these 
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Teaching Point: 


The FBI is a very important agency with dedicated, highly professional, greatly disciplined 
Government servants. These words, uttered in in 1975 by then Attorney General Levi, are just as 
true today — if not more so — than they were 34 years ago. But when these words were spoken, it 
was in the context of Senate hearings on the intelligence function of the FBI and the substantial 
concerns expressed by a parade of witnesses that for the purpose of protecting the national security 
and preventing violence, the Bureau was engaging in activities that “tread[] on forbidden ground." 


Fashioning investigative activities that navigate between Constitutional requirements and the 
imperatives of protecting the nation is often a difficult balancing act and one of the hardest issues that 
an agent or analyst can face is whether and under what circumstances a particular investigative 
activity is appropriate. The rewards when we find the right balance often go unnoticed by the general 
public, but the criticism when we don't can be heard far and wide. 


The Attorney General Guidelines for Domestic Activities and the implementing Domestic 
Investigations Operations Guide are built on a history of attempting to fashion the proper balance 
between investigating crimes and collecting intelligence while protecting the civil liberties of our 
people. You are sitting here today because it is your job to help educate your colleagues on how to 
strike the right balance. 
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“Чүчү ШОС Section 4: Privacy and Civil 
Liberties, апа о іпігизіуе СЯ 


° No investigation or assessment can be commenced 
based solely on race, ethnicity, national origin, religion of 
the subject or the exercise of First Amendment rights. 


Corollary to this AGG requirement is the Privacy Act, 
which states that each agency that maintains a system 
of records shall “maintain no record describing how any 
individual exercises rights guaranteed by the First 
Amendment unless expressly authorized by statute or by 
the individual about whom the record is maintained or 
unless pertinent to and within the scope of an 
authorized law enforcement activity. 5 U.S.C. 
552a(e)(7). 
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Teaching Point: 


The first two conditions in the Privacy Act are fairly simply and not typical. If 
Congress says we can collect and maintain records about how an individual 
exercises First Amendment rights or if the subject of the record consents, there’s no 
problem — and any resultant records would not be based solely on First Amendment 
activities. 


The purpose of (e)(7) of the Privacy Act, as articulated in the limited legislative 
history that we have, is to prevent the "collection of protected information not 
immediately needed, about law-abiding Americans, on the off-chance that 
‘Government or the particular agency might possibly have to deal with them in the 
future." The Act does not define an "authorized law enforcement activity," but the 
courts have been generous in finding a law enforcement purpose for FBI activities. 
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rn A | mE | | 
ets} DIOG Section 4: Privacy and Civil 
ay a us and 4 Intrusive Methods 


e [he test is whether the collection of information i is 
relevant to a law enforcement activity. 


* Consider the following cases: 
— Patterson v. FBI, 893 F.2d 595 (3d Cir. 1990). 
— Bassiouni v. FBI, 436 F.3d 712 (7 Cir. 2006). 


: sg а / Я х HR e gr x4 
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Teaching Point: 
Cases interpreting this section of the Privacy Act have approved: 


1. The first cases involved the FBI’s maintenance of records describing a 6" 
grader's letters, written as part of a school project, to a large number of foreign 
embassies. The return address on the letters was his father's business and the 
resultant records not only examined the company, but also the 6" grader. The 
court found that maintenance of records about the 6^ grader was relevant to a 
law enforcement activity. Interestingly, the investigation in this case was 
undertaken pursuant to the then existing AG Guidelines. 


2. In the second case, we argued that the plaintiff's records were relevant to current 
FBI “investigative interests" because the investigation of terrorism is a top FBI 
priority and the records concerned the plaintiff's contacts with, and activities 
concerning, the Middle East. The court agreed. We also argued that we 
needed to keep the records for contextual reasons, if we received new 
information about the plaintiff, and also to evaluate the credibility and veracity of 
FBI sources. The court found all these reasons for maintenance of the records 
persuasive and consistent with an authorized law enforcement activity. 
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DIOG Section 4: Privacy and Civil 
Е 0659 апа usi Intrusive Methods. 


« The AGG-Dom says that any activity undertaken 
. pursuant to the Guidelines is an authorized law 
enforcement activity for purposes of the Privacy Act. 
“ Is this enough? 





Се 


Teaching Point: 
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DIOG Section 4 Scenario 


What can you do with this information? 
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Questions continue on next slide 
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DIOG Section 4 Scenario 


7, ity 4 
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Teaching Point: 


These are difficult issues, but it is important to understand not only what is permissible, but how to document 
what action is taken. 
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods . 

















FIRST AMENDMENT RIGHTS: , 


Individuals or groups who communicate with each other or with 
members of the public in any form in pursuit of social or political 
causes—such as opposing war or foreign policy, protesting government 
actions, promoting certain religious beliefs, championing particular local, 
national, or international causes, or a change in government through 
non-criminal means, and actively recruit others to join their causes— 
have a fundamental constitutional right to do so. An assessment may 
not be initiated based solely on the exercise of these First Amendment 
rights. If, however, a group exercising its First Amendment rights also 
threatens or advocates violence or destruction of property, an 
assessment would be appropriate 


шаа тақса 
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"$^ DIOG Section 4: Privacy and Civil 
ws Liberties, and Least Intrusive Methods 


FIRST AMENDMENT RIGHTS (cont.): 


No investigative activity, including assessments, may be 
taken solely on the basis of activities that are protected by 
the First Amendment or on the race, ethnicity, national 
origin or religion of the subject. 


If an assessment or predicated investigation touches on or 
is partially motivated by First Amendment activities, race, 
ethnicity, national origin or religion, it is particularly 
important to identify and document the basis for the 
assessment with clarity 
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods 


All activities must be consistent with the Attorney General’s 2003 
Guidance Regarding the Use of Race by Federal Law Enforcement 
Agencies (forbids the use of racial profiling and requires activities 
involving the investigation or prevention of threats to the national 
security to comply with the Constitution and laws of the United States) 


The DIOG stresses several points in each section: 


¢ No investigation or assessment can be commenced based solely оп 
race, ethnicity, national origin, religion, or exercise of First 
Amendment rights 


The FBI must use the least intrusive method that is feasible under 
the circumstances 


In connection with Foreign Intelligence collection, agents must 
operate openly and consensually with U.S. Persons, to the extent 
practicable 


: All investigative activities must have an "authorized purpose" 
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DIOG Section 4: 
Use-of Race or Ethnicity 














DIOG Guidance on use of Race or Ethnicity 
As to individuals: 


1. Permits the consideration of ethnic and racial identity 
information based on specific reporting; 


2. The race or ethnicity of suspected members, 
associates, or supporters of an ethnic-based gang or criminal 
enterprise may be collected when gathering information about or 
investigating the organization; or 

3. Ethnicity may be considered in evaluating whether a subject is— 
or is not—a possible associate of a criminal or terrorist group that 
is known to be comprised of members of the same ethnic 
grouping—as long as it is not the dominant factor for 


focusing on a:particular person 
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DIOG Section 4: 
Use of Race or Ethnicity 


DIOG Guidance on use of Race or Ethnicity 


As to a community: 
1. Collecting and analyzing demographics — if these locations will 
reasonably aid the analysis of potential threats and vulnerabilities, 
and, overall, assist domain awareness 
2. Geo-Mapping ethnic/racial demographics — if properly collected 


3. General ethnic/racial behavior — cannot be collected, unless it 
bears a rational relationship to a valid investigative or analytical need 


4. Specific and relevant ethnic behavior 
5. Exploitive ethnic behavior ~ by criminal or terrorist groups 
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DIOG Section 4: 
Least Intrusive Investigative Method 









The AGG-DOM and the DIOG require that the 
“least intrusive” means or method be 


considered and, if operationally sound and 
effective, used to obtain intelligence or 


evidence in lieu of a more intrusive method 


ЕГЕСІ. ШИ 


Teaching Point: There is a component of efficiency in being "effective". 


In some instances, a more intrusive method, i.e. use of a CHS, may be more 
operationally sound and effective for resolving an outstanding investigative need, 
than a less intrusive method such as acquiring financial records or business 
records. The totality of the circumstances surrounding the investigative activity 
plays an important role in considering the use of the least intrusive alternative for 
obtaining intelligence or evidence. It is a balancing test. 








yee UNCLASSIFIED/FOUO 
оту ПІОО Section 4: Privacy and Civil Liberties, 
ae? and Least Intrusive Methods 


By emphasizing the use of less intrusive 
means, employees will be able to balance: 


Our need for evidence/intelligence 
vs. 


Mitigating potential negative impact on the privacy and civil 
liberties of people/public 
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DIOG Section 4: Privacy and Civil 5 
and Least Intrusive Methods 





Primary factor in determining “intrusiveness”: 
• The degree of procedural protection that the law and the 
AGG-DOM provide for the use of the particular method. 











— Examples of “more intrusive” methods: Search 
Warrants, wiretaps, UCOs 


— Examples of “less intrusive” methods: checks of 
government databases, state or local criminal record 
checks, commercial databases, interviews 


ЕЕ DNOLASSIFIEDUFQUO. 





61 








UNCLASSIFIED/FOUO 


DIOG Section 4: Privacy and Civil Liberties, 
and Least Intrusive Methods 


Items to consider when determining the relative intrusiveness of 
an investigative method: 

Is method permitted prior to the initiation of an assessment? 
Is the method relevant to the assessment or investigation? 
Will the information collected or obtained likely further the 
investigative objective? 
What alternatives exist for gathering the same information? 
Are those alternatives relatively less intrusive? 
What time span is involved in using the investigative method 
(days, weeks, months)? | 
What confidence level is associated with the information 
gathered using the investigative method? 
Will the method resolve a pending investigative issue quickly? 
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DIOG Section 4: 
Least Intrusive пуезіюайУе Method 


“Factors to Determine "Intrusiveness": 
. Nature of the information sought 
. Scope of the information sought 


. Scope of the use of the investigative 
method 


. Source of the information sought 
. Risk of public exposure 
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UNCLASSIFIED/FOUO As of February 20, 2009 


DIOG Section 5 &11: Investigative Methods 


* 


uoa H Е EI к Лес е ТА H PP А TT = 
Authorized Methods for Assessmonts and Predisated investigations 


L et Indicates methods 57. aura under a particular operational activity; Grera Indicates methods clowed, 





Кылын аны ere eh НЫ 


Obtain publicly avaitabla Information 
Access and examine FBI dnd other OOW records, and obtain information from any FBI or DOJ personnel 


Access and examine records maintained by, and request Information trom, other federal, state, focal, tidal, or foreign governmental entities or 
agencies 


Use online services and resources (whether nonprofit or commercial) 

Use and recruit human sources in conformity with AG Guidelines Regarding the Use of FB1 Confidential Human Sources 
Interview or request Information from members of the public and private anttles {includes pretextual Interviews} 

Accept Information voluntarily provided by governmental or privata entities 

Engage In observation of survellance not requiring a cotat order 

Mail covers 


ne nes a кектен балла Шы ИИ АИ 























Physical searches of personal or rea] property where a warrant or court order is not legally required because there Is no reasonable expectation 
of privacy (a g., trash covers) 


Consensual monitoring of communications, including consensual computer monitoring, is subjact to legal review by the COC or the FBI OGC, 
Where a sensitive monitoring circumstance is Involved, monitoring must be approved by the Criminal Division or, if the Investigation concerns 
foreign intelligence or a threat to the national security, by the National Security Division 


Use of closed-circult television, direction finders, and other monitoring devices, subject to legal review by ће СОС ог ЕВ ОСС 
Polygraph examlnations | i 





Undercovar operations 


Compulsory process as authorized by law, including Federal Grand Jury and other subpoenas and National Security Letters (Federal Grand Jury 
subpoenas for telephone and electronic mail subscriber records can be used during type 1 and 2 Assessments only) 


Accessing stored wire and electronic communications and transactional records. 
Use of pen registers and trap and traca devices 
з Electronic survellance | 


„23 Foreign Inteligence colection under Tite VII of FISA . | 


Physical searches, including mail openings, whera a warrant or court order Fs legally required because there Is an expectation of privacy. 
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Investigative Methods/Approvals Chart 


b2 
b7E 


Justice (DOJ) records, and obtain information from 
any FBl or other DOJ personnel 


Е other Department of 


Interview or request information from members of the | [2 esented persons, members OfUS. | оты members of U.S, Congrass, or thelr staffs, 


None Requeed except for contact wkh- | cce ertet ecc tforcontactwih represented | None Required except for contact wrth 
SSF l ubic and private entties 


о | Мм | юы | м | 
ааа Г ышы [кетим —À 
TaskpgaCHSioatendarekqoossenke р... Абдраш] ВА Арс 
ЦА ween, [mf RN 

electronic mail subscnber information _ Type and 2 Assessments Only) 
ili  -——— 2 


Tet c А, LTE 
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Teaching Polnts: 
1. Qbtaln Publicly Avalfable information: Supervisory approval is not required for use of this method, except as to information gathered at a religious service. Notwithstanding any other policy, tasking a CHS or UCE to attend a 


re igious, service during a predicated investigation, whether open to the public or not, requires SSA approval, Tasking a CHS to attend a religious service, whether open to the public or not, during an assessment requires SAC 
approval, 
lan 


[5 
ihe device IS not usad to Co 











ngage arya or: Use of mechanical devices operated by a user (9.g , binoculars; hand-held cameras; radiation, chemical or biological detectors) Is authorized іп physical 
survalllan vided 


ich a person has a reasonable expectation of privacy (6.g., equipment such as a parabolic microphone or other listening device that would intercept a private 
conversation or thermal imaging a home t } 

Physical Survelliance: F Н urveillance begins as stated in the plan at the initiation of surveillance. Requires SSA or SIA approval. SSA or SIA authorized to approve physica! surveillance requests In 
incremental period employee cannot submit multiple requests for one time approval. No limitation on use of fixed or moving physical surveillance. For predicated investigations: no limitation 

SA or SIA. Must be in wnting and appropnately filed. 
АС can delegate approval ta SSA or SIA, Must be In writing and appropriately filed. 
3. Access and Examine FBI and other DOJ Records, and Obtain Information from any FBI or other DOJ Personnel: Supervisory approval is not required to use this method during assessments or predicatad Investigations, 
except that f the use of records consifules palterm-based data mining under the Federal Sata Mining Reporting Act of 2007, it must be reviewed by ths SORC and the FBI must report tho paitam-based data mining to Congress. 
Pattern-Based Data Mining Defined: Use of ona or more data bases to search for persons who fit a set of group characteristics or pattems of behavior (e.g., the known characteristics of a particular terrorist organization). 


4, Use Online Services and Resources (whether non-profit or commercial}: Subscnbing to or purchasing any new service must be done pursuant to FBI contracting procedures. 


5. Interview Defined: Quastioning of an individua! (to include the subject) designed to gather information from the person being interviewed that [s accurata, pertinent to, and within the scope of an authorized assessment or b 2 
predicated Investigation. 


In normal course of Interview, Fl should divulga employee's affiliation with FBI and true purpose of interview. If parson being interviewed expresses desire not to provide information, FBI employee may not state or imply in any way that b ЗЕ 
the intermewee is compelled to provide information or that adverse consequences may follow. If interviewee indicates he or she wishes to consult an attomey, the interview must immediataly stop. ' 


Custodlal Interviews: Miranda wamings are required to be given prior to custodiat interviews if the subject is significantly restricted in his/hor freadom of action to a degree normally associated with arrest. See FBI Legal Handbook for 
pecial Agents. 7 


interviews that require supervisory approval: 
(i) contact with represented parsons requires CDC review, 


(i) Members of U.S. Congress and Staff: Generally, FBI employees may take information received just as they would from other sources, and they may act upon it accordingly. However, pnor CDC review, SAG and appropriate 


BIHQ AD approval and prior notice to tha AD Office of Congressional Affairs are required jf FBI employes seeks to establish a formal relationship or interview a member of Congress or Congressional staff in connection with a 
foreign counterintelligence and/or public corruption matter. 


(1) White House Personnel: CDC review and SAC approval Is required before initiating contact with White House personnel. CDC review, SAC approval and appropnate FBIHQ Section Chief approval must be obtained prior to 
conducting an interview of a member of the Whita House. 


сө pro 


6. Accept information Voluntarily Provided By Governmental or Private Entitles: Voluntanly provided information includes, but Is not limited to: ora! as wall as documentary evidence and physical evidence such 2s: a computer 7 
hard drive or other electronic media that contains information, paper documents containing information, or physical objects (e g., handgun or narcctics). 


FBI employes may not request. nor knowingly accopt Information where disclosurà would Ba prohibited by federal aw (e.g., communications records). 


7. Access and Examine Records Malntalned by, and Request Information From, Other Federal, State, Local, Tribal, or Foreign Governmental Entities or Agencies: When requesting Information using this authority, care 
must be taken to ensure the entity concerned understands that it is not compelled to provida such informabon or create a new record. 


8. Grand іші Em for — or Electronic Mall Subscriber Information: Used only during a type 1 or 2 asesmu[ = ОИ 
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Investigative Methods/Approvals Chart 
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Field Often, COC Review, ADC or SAC Approval, 
iG: NSLB Review. OD of EADNGS or AD & DADS 
CTACINGYO or GG or Deputy GC-NOLB Approvat 
ee мыш 7 | 
тү" 


ыр з з= е 


Piysical searches, whecs wes I reatonahie 
expectation of privacy, including mall openings 
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Teaching Points: 


1. Mail Covers: The DIOG currently states that for national security mail covers, “after being 
approved by the SSA, the Field Office must transmit the mail cover letter request by EC, with the 
draft letter as an attachment, to the National d Law Branch (NSLB) for legal review and 
concurrence. Upon review and concurrence, the NSLB must transmit the letter request for 
signature to the EAD, National Security Branch, or, in his or her absence, to the Director. 


2. я 
approves 15 SO authorize or example, i the SAC has delegated authority to approve OIA 


for consensual ОО to the SSA, upon CDC review, the SSA can approve the consensual 52 
monitoring and OIA. If OIA authority was not delegated fo SSA, appropriate supervisory authority 
must expressly approve OIA. b7E 


3. Administrative Subpoenas: Within the FBI, the ri to issue administrative subpoenas is 
limited to those positions holding the del om the Attorney General; that authori 








Three Types of Administrative Subpoenas Authorized: (i) drug program investigations; (ii) child 
sexual exploitation and abuse investigations; (iii) health care fraud investigations. 





4. National Security Letters: Authority to sign NSLs has been delegated to the Deputy Director, 
EAD and Assistant EAD for NSB; ADs and all DADs for CT/CD/Cyber; General Counsel; DGC 
for NSLB; ADICs in NY, DC and LA; and all SACs. Every NSL must be reviewed and approved 
bya CDC or NSLB attorney. 
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QC Sections 4, 9. 
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Course Overview 








Overall Training Objective: 


Provide an instructional foundation on the DIOG 
and then apply the knowledge gained by using 
hypothetical examples and scenarios. Upon 
completing this course of instruction you should 
have a firm grasp of the concepts and principles 
underpinning the DIOG. 
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- Course Overview 





Participation St Standards: 


Questions are welcome; however, if your question is about a 
specific set of facts that may divert the training objective, please 
direct your question to one of the Training team members at a 
break for a response. 


During the scenario exercises, participants will be called upon to 
provide their response to particular facts or circumstances. Each 
Unit/Section should select a representative to speak for the 

Unit Section and rotate that responsibility among the group. The 
scenarios are meant to prompt discussion, but the presenters 
must keep the scenario moving forward. Please understand that 
everyone may not be able to voice their perspective in the group 
setting. Keep in mind there may be several avenues to reach the 
same en conclusion, vou mayu use e yourh handouts and 


mM uu | um 























UNCLASSIFIEDIFOUO 


| F di е M 
FED 
КЫС! 
N у 








. 006 5 applies to to val all investigative an and 
— intelligence collection activities conducted 
by the FBI 


- within the United States 
- in the United States territories 


- Outside the territories of all countries 


* DIOG does not apply to investigative and intelligence 
collection activities of the FBI in foreign countries 
= governed by AGGs for Extraterritorial FBI 
Operations neon security and criminal) 
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In addition to this policy document, each FBIHQ 


substantive Division has a Policy Implementation 
Guide (PG) that supplements the DIOG. 


As a result, numerous FBI manuals, electronic 

communications, letterhead memoranda, and 

other policy documents are incorporated Into the 
.. DIOG and Division PGs, thus, consolidating FBI 


policy guidance. 


ИК» 








UNCLASSIFIED//FOUO 


д { 2:7 
Я a A " 
” КЕ Ы D i jn J 
и ВХ 
P NE ow 
Н у "T in " 
Г ЖЧ 2 "n Br. "d 
и wd LEE 
n f Жы ' i i ) Р 
P L i 1 Қ ' Ж Н р А ү Б 
| MEE ! ы 
EU i P NE LE" d 
Р Р E 
E 5 0 en Di a 
с» VE. 1 
т | "P и № h 
k О у " А Т 
А Aney i я 
"ЖИЛ M p 





PLA 


TITRE 
ү Н б Л ғ 
Y 






The AGG-Dom replaces the following six guidelines: 
+ The Attorney General's Guidelines on General Crimes, Racketeering Enterprise and Terrorism 
Enterprise Investigations (May 30, 2002} 


* The Attorney General's Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (October 31, 2003) 


* The Attorney General's Supplemental Guidelines for Collection, Retention, and Dissemination 
of Foreign Intelligence (November 29, 2006} 


+ The Attorney General Procedure for Reporting and Use of Information Concerning Violations 
of Law and Authorization for Participation in Otherwise Illegal Activity in FBI Foreign Intelligence, 
Counterintelligence or Intemational Terrorism Intelligence Investigations (August 8, 1988). 


* The Attorney General's Guidelines for Reporting on Civil Disorders and Demonstrations 
Involving a Federal Interest (April 5, 1976) 


* The Attorney General's Procedures for Lawful, Warrantless Monitoring of Verbal 
Communication | 
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(ЕЛ Policy Environment for Domestic Operations 









Constitution, Statutes, and Executive Orders 





AG GUIDELINES (AGG-Dom) 


Apply to domestic national security and criminal investigative activities, including 
interagency coordination and intelligence analysis. 


- FBI's Domestic Investigations and 
Operations Guide (DIOG) 


Program Policy Implementation Guides 


Program 
Guide 
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The Test... 





50 questions 
- Multiple Choice 
- True/False 
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Taking the test... 


- Access to testing site 
- Materials 
- DIOC 
- Charts 
- PowerPoint slides 


- Notes | 


* Max 20 mins each question 
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К Т Overview 


The AGG-Dom provide specific guidance and 
authorization for intelligence analysis and planning. This 
authority enables the FBI to identify and understand 
trends, causes, and potential indicia of criminal activity 
and other threats to the United States that would not be 
apparent from the investigation of discrete matters alone. 
By means of intelligence analysis and planning, the FBI 
can more effectively discover criminal threats, threats to 
the national security, and other matters of national 
intelligence interest, and can provide the critical support 
needed for the effective discharge of its investigative 
responsibilities and other authorized activities. 
(AGGDom Pat) m ca in pa, 
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КК ee TERI) "Y 
d  Liberties, and Least Intrusive Methods 





spas to vote the e American "m not only from 
-crime and terrorism, but also from incursions into their = 
Constitutional rights; accordingly, all investigative activities 


must fully adhere to the Constitution and the principles of 
civil liberty and privacy. 


Provisions of the AGG-Dom, other AG guidelines, and 
oversight from DOJ components, are designed to ensure 
FBI's activities are lawful, appropriate, and ethical, as well 
as effective in protecting civil liberties and privacy. 


DOJ and FBI's Inspection Division, Office of Integrity and 
Compliance, the OGC, other Bureau components, апо 
you share responsibility for ensuring the FBI meets these 
goals, 
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(04 m invest siga оп or assessment can nbe commenced 


based solely on race, ethnicity, national origin, religion of 
the subject or the exercise of First Amendment rights. 


+ Corollary to this AGG requirement is the Privacy Act, 
which states that each agency that maintains a system 
of records shall “maintain no record describing how any 
individual exercises rights guaranteed by the IS 
Amendment unless expressly authorized by statute or by 
the individual about whom the record is maintained or 
unless pertinent to and within the scope of an 
authorized law enforcement activity. 5 U.S.C. 
992a(e (7). 
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What can you do with this information’? 
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FIRST AMENDMENT RIGHTS: 


Individuals or groups who communicate with each other or with 
members of the public in any form in pursuit of social or political 
causes—such as opposing war or foreign policy, protesting government 
actions, promoting certain religious beliefs, championing particular local, 
national, or international causes, or a change in government through 
non-criminal means, and actively recruit others to join their causes— 
have a fundamental constitutional right to do so. An assessment may 
not be initiated based solely on the exercise of these First Amendment 
rights. If, however, a group exercising its First Amendment rights also 
threatens or advocates violence or destruction of properly, an 
assessment would be appropriate 


КО 
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FIRST AMENDMENT RIGHTS (cont 


No investigative activity, including assessments, may be 
taken solely on the basis of activities that are protected by 
the First Amendment or on the race, ethnicity, nationa 


origin or religion of the subject. 


if an assessment or predicated investigation touches on or 
is partially motivated by First Amendment activities, race, 
ethnicity, national origin or religion, it is particularly 
important to identify and document the basis for the 
assessment with clarity 
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All activities must be consistent with the Attorney General's 2003 

` Guidance Regarding the Use of Race by Federal Law Enforcement 
-Agencies (forbids the use of racial profiling and requires activities 
-involving the investigation or prevention of threats to the national 
security to comply with the Constitution and laws of the United States) 


The DIOG stresses several points in each section: 

+ No investigation or assessment can be commenced based solely on 
race, ethnicity, national origin, religion, or exercise of First 
Amendment rights 

+ The FBI must use the least intrusive method that is feasible under 
the circumstances 

+ In connection with Foreign Intelligence collection, agents must 
operate openly and consensually with U.S. Persons, to the extent- 
practicable 


+ All investigative activities must have an “authorized purpose 
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DIOG Guidance on use of Race or Ethnicity 
As to individuals: 


1. Permits the consideration of ethnic and racial identity 
information based on specific reporting; 


2. The race or ethnicity of suspected members, 
associates, or supporters of an ethnic-based gang or criminal 
enterprise may be collected when gathering information about or 
investigating the organization; or 

3, Ethnicity may be considered in evaluating whether a subject is— 
or is not—a possible associate of a criminal or terrorist group that 
is Known to be comprised of members of the same ethnic 
grouping—as long as it is not the dominant factor for 


focusing on a particular person 
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DIOG Guidance on use of Race or Ethnicity 


- Às to a community: 


1. Collecting and analyzing demographics - if these locations will 
reasonably aid the analysis of potential threats and vulnerabilities, 
and, overall, assist domain awareness 





2. Geo-Mapping ethnic/racial demographics - if properly collecte 


3. General ethnic/racial behavior - cannot be collected, unless it 
bears a rational relationship to a valid investigative or analytical need 


4, Specific and relevant ethnic behavior 
5. Exploitive ethnic behavior - by criminal or terrorist groups 
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The AGG-DOM and the DIOG require that the 
"least intrusive" means or method be 
considered and, if operationally sound an 


effective, used to obtain intelligence or 
evidence in lieu of amore intrusive method — 
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y emphasizing the use of less intrusive | 
eans, employees will be able to balance: 


Our need for evidence/intelligence 


tigating potential negative impact on the privacy and civil 
liberties of people/public 
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* The degree of procedural protection that the law and the 
AGG-DOM provide for the use of the particular method. 


- Examples of "more intrusive" methods: Search 
Warrants, wiretaps, UCOs 


- Examples of "less intrusive" methods: checks of 
government databases, state or local criminal record 
checks, commercial databases, interviews 
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г Items to consider when determining the relative intrusiveness of 
an investigative method: 
* |s method permitted prior to the initiation of an assessment" 
• |s the method relevant to the assessment or investigation? 
* Will the information collected or obtained likely further the 
investigative objective? 
+ What alternatives exist for gathering the same information? 
* Are those alternatives relatively less intrusive? 


+ What time span is involved in using the investigative method 
(days, weeks, months)? 


* What confidence level is associated with the information 
gathered using the investigative method? 


* Will the method resolve a pending investigative issue quickly? 











` 
` ` ` И i 
a M “ 
. “ 
К ` ^ 
ay Nt tg ug 3 Y ^ own ^ SON dde AU СмАл ұқ ‘ ^ 2. a ` RS р p ia Le dda феи му ay? yoa ў 
UR \ аж hs 4% ME SS Sd sU votis iege, qi dco 5% * Boek at Goa a ads e ENE Yie de, о MN yh d а LA IAS y ) aM м GÀ 48.0... 
ок ЖЕК А, |» Qu SRS: Me RE еа, А жайы stay ) ту FEE хы ғайды Ғы АДЫ Fos GE e ҮТҮЧЕ He SY Т Ие 
А каннын АЧА А ЫК АН АЫ АЙ MOIS p CE ER с MCA MR NS NY E MU RR 3 е А: Be RS Ras ihe SS 
) WR. t p pt К T 
Шу 


ИШТ у ә ТИН 





UNCLASSIFIEDIFOUO | 








ТИШЛИ ШУЛ, 







у 
. 1. 








ы PT 


`y P 


. Factors to Determine "Intrusiveness": 


. Nature of the information soug 
2. Scope of the information sough 


Ы + 


3. Scope of the use of the investigative 
method 


4. Source of the information sough | 
D. Risk of public exposure 
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- DIOG Section 5 &11: Investigative Methods 
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Access and examine FBI and other DOJ records, and obtain information fom any FB! or DOJ personnel 


| 


Access and examine records maintained by, and request information from, other federal, state local, tribal, or foreign governmental entities or 
agencies 


пт 


Use online sefvices and resources (whether nonprofit or commercial) 
Use and recruit human sources п conformity with AG Guidelines Regarding the Use of FBI Confidential Human Sources 


Interview or request information from members of the public and private entities [includes pretextual interviews] 


ПИШ 
mmm 


Accept information voluntarily provided by governmental or private entities 
Engage in observation or surveillance not requiring a court order 
Mail covers 


Physical searches of personal or real property where a warrant or court orders not legally required because there is na reasonable expectation 
of privacy (e.g., trash covers) 


Consensual monitoring of communications, including consensual computer monitoring, is subject to legal review by the CDC or the FBI OGC. 
Where a sensitive monitoring circumstance is involved, monitoring must be approved by the Criminal Division or, if the investigation concerns 
foreign intelligence or a threat to the national security, by the National Security Division 


n 
T— 


Use of closedscircuit television, direction finders, and other monitoring devices, subject to legal review by the CDC or FBI OGC 


Polygraph examinations 


— 


Undercover operations 


D 
ш а 





Compulsory process as authorized by law, including Federal - Jury and other subpoenas and National Sur Letters (Federal Grand Jury | 
subpoenas for telephone and electronic mail subscriber records can be used during ре 1 ant 2 Assessments only) 


Accessing stored wire and electronic communications and transactional records 


| Use of pen registers and trap and trace devices 


ЕДЕН 
M 


| Electronic surveillance 


ai Foreign Inteligence collection under Title VI of FISA 


Ы А 


Physical searches including mail openings, where a warrant or court order is legally required because there is an expectation of privacy 


.. Interview of request information from members of the |. 
* toublic and private entities 
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Investigative Methods/Approvals Chart 


[Obtain publicly available information r^ ЖаН” nee suited’ s | № Required | |. | E ТІН 
Taskina'a UCE to attend a religious senice |... v. Popa 
- Physical sulVeillance of à person or group m- - — тте T 2 а 
. (бопе the D байо | ОШ | dena c 
(Consul he DIOG for handheld photo and video j __ d cai 
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: , Federal Grand Jury subpoenas for telephone or Ns шуй ice Approval | 
„^ Jelectronic mail subscriber information wt 00): 2E 
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Approval Levels for Assessments and Predicated pem 
| 
(e.g 


Predicated ГІ | Foreign inteligente | 
g [Consensual monitoring of communications, including Not Permitted 000 or OGG Review CDC or OGC Review 
Э consensual computer monitoring SSA Approval SSA Approval | 


Consensual montoring of communications, including CDC or OGC Review, SAC Approval, DOJ Criminal} CDG or OGC Review, SAC Approval, DOJ S 


consensual computer monitoring, with a sensitive Not Permitted or DOJ NSD Approval Criminal or DOJ NSD — 
monitoring circumstance 


Use of closed-circuit television, direction finders, and EE 
other monitoring devices 
| ит [Polygraph examinatons | examinations Polygraph examinations, FE | | SSA Арон SSA ——-— 
= | JU Review, Win dsegaled | COG Review, SAC or ASAC wih dele 
gated 
= Undercover operations, Group Il ЕЕ authority; National eth also require NSD authority, NSB-UniVUACB Approval 
18 Und tions, Group! CDC review, SAC, and AD and CUORC or UCRC | CDC review, SAC and AD and UCRC (EADIDD | - 
ngercover operaiions, Sroup (EADIOD certain cases) Approval certain cases) Approval 
Compulsory process as authorized by law; Federal | ммм | 
ote -- Grand Jury and ba subpoenas US Attorney's Office Approval Not Permitted 


Administrative їйїгїш йв = Drugs SAG, ASAC, SSRA ASAC, SSRA, or —— Squad SSA 


20) 11.9 |Administrative Subpoenas: Sexual Exploitation Not Permitted Not Permitted 
Administrative Administrate Subpoenas Healheare Fraud | Healthcare nist Subpoenas Hear Fraud | U.S, Attorney's Office —— 


Field Office: CDC Review, ADIC or SAC Approval 
National Security Letters Not Permitted 


‘HO: NSLB Review; DD or EAD-NSB or AD & DADs 
p [Accessing stored wire and electronic communications ee 
d ang transactional records Not Permitted Statute/Court Order, Consult DIOG Not Permitted 


CTICDICyD or GC or Deputy GC-NSLB Approval 
Unly Avallable tor Non-UsF TT A Cou 


Use of pen registers and trap and trace devices | ме | Permitted FISA Court or District Court Order o —_— at 


ston of foreign inteligence information i =| Co = FISA Court Order Se 


i E ‘UNCLASSIFIED Та MEE m , татын na 











Physical searches of personal or real property where 
awayan or cou order is not legally required 
ais no reasonable expectation of privacy 
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Not Permitted 









Not Permitted 





Physical searches, where there is reasonable 
expectation of privacy, including mail openings 
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Overview Ni hoi fo тік: and v devetin ет 
analysis to support the intelligence functions and missions of the 
FBI is incorporated in AGG-Dom, Part IV. This section elaborates 
upon the means by which the investigative assessments outlined in 
AGG-Dom, Part II are authorized for the FBI to undertake in 
executing its mission to discover and avert criminal threats and 
threats to US national security 





The term “assessment” as used within the DOJ to describe aspects 
of investigative activity should not be confused with the intelligence 
community use of the same word to describe intelligence analysis 

products such as an intelligence assessment 
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me Plannin and Analysis The FBl is 5. 
authorized to develop overviews and analysis of 
threats to and vulnerabilities of the United 
States and its interests in areas relative to the © 
FBI's responsibilities, The FBI employs the 
following methodologies to Identify, target and 
assess these threats: mE 


Domain Management 


- Collection Management 
- Written Intelligence Products 


 Genspata nteligence ЕЭМ 
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* Domain Management (cont.): Domain Management is undertaken at 
the Field Office and national levels. All National Domain Assessments 
must be coordinated in advance with the Directorate of Intelligence. All __,, 
information collected for Domain Management must be documented in > 


‚ Collection Management: A formal business process through which 
Intelligence Information Needs and Intelligence Gaps (e.g., unknowns) 
are expressed as Intelligence Collection Requirements (questions or 
statements requesting information), prioritized in a comprehensive, 
dynamic Intelligence Collection Plan. 
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Wien inteligence Products: The FBI ydus Written 
intelligence products which represent the results of collection efforts 
in the field (raw intelligence) and analytic judgments made from the 
compilation and synthesis of relevant raw intelligence (finished 
intelligence). 


US Person Information: Information regarding US persons is not 
to be included in intelligence products if the pertinent intelligence 
can be conveyed without including identifying information. An 
exception would be if the context for usage is publicly accessible 
information, i.e., the white powder anthrax letter addressed to 
Senator Tom Daschle in October 2001. 
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- DIOG Section 19: 
B nteligence Md and Planning 





Rav ai Inteligence This present formation led from 
sources which is generally considered to be unvetted or not 
confirmed by other reporting means. Such reporting information is 
typically captured іп Intelligence Information Reports (IIRs), FD 302s 
and ECs. 


* Finished Intelligence: Such reports represent judgments made by 
intelligence analysts in the field or at FBIHQ regarding the synthesis 
of multiple, relevant raw intelligence source reports which indicate 
probable intent or action by threat actors of either a criminal or 
national security nature. FBI finished intelligence products used are 
the Intelligence Bulletin (IB), Intelligence Assessment (IA) and 
Special Event Threat Assessment (SETA). Domain Assessments 
and briefings can also represent finished intelligence products, 
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DIOG Section 15; 
N а ШШ and Planning 


eligen Systems: The FBI is authorized to operate бет 
identification, tracking and information systems in support of 
authorized investigative activities or for such other additional 
purposes as may be legally authorized, such as intelligence tracking 
systems related to terrorists, gangs, or organized crime groups. 


Information is shared both internally within the FBI and externally to 
LE or USIC partners as appropriate based on the classification ano 
handling instructions established by the managers of the programs 
which have created these files or reports. Common information 
platforms used for sharing and receiving intelligence products are 
Law Enforcement Online (LEO), Intellink (both Secret and Top 
Secret for the USIC) — the counter- 


terrorism community. 
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Geospatial Intelligence (GEOINT) is the exploitation and analysis of 
imagery and geospatial information to describe, assess and visually 
depict physical features and geographically- referenced activities on 
the Earth. Mapping is an activity under GEOINT and may be used in 
assessments (Domain Management; Collection Management) and 
predicated investigations 
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DIOG Section 9: 
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- DIOC Section 9. 
ШЕШ Ш м 


- Foreign nteligence 5 “nformat tion relating to ое capabilities, 
intentions, or activities of foreign governments or elements thereof, 
- foreign organizations, or foreign persons, or international terrorists. 





· A Foreign Intelligence Requirement is a collection requirement 
issued by USIC and accepted by the FBI DI. Foreign Intelligence 
Requirements from the USIC fall into two categories which are 


-FBI Requirements are those that address national security 
issues that are within the FBI's core national security mission 


- Positive Foreign Intelligence Requirements are those that 
address the military, economic and foreign relations concerns 
of foreign governments, which are within FBI's responsibility 
as part of the USIC but are not directly related 0 national 
security concerns 








баран ыы de ud к” È а WA ER ee u BN 
ES br MG ciu Lab C MP ME RC CET icu М м С қыр Е WIN id 








UNCLASSIFIED//FOUO 


_ Об себїї 9: 


Foreign Ш С 

Е © Reguren i he s — that a are eat b 
Е | as “FBI Requirements” will be worked within a 
properly authorized Type 3 Assessment or incidental to a 
predicated case worked by a substantive squad. 


* Foreign Intelligence Requirements that fall int ы 
0 0 q ve 


second category will be worked exclusively un е 
и апа will be referred to as 
Positive Foreign Intelligence’ Requirements. 








r P ^ 
.% жа X * у 
“4. yO ы a tat Adda “А 5 SN n қ о Аи M ous 4 4 y , 4% 
irs is b кн ҚМ нуы А P NS ' ИИ se ока, в | 
Ri б ыр ЖАМАНЫ Mm б Е О м ды ы Е dion ^ Pit avin san ан Y $ 
ARETA ЫЧ buh IE maT AAN AANA AEE A i ЧААК ЫА АЧ УЗ МААК УЗЕ: t ауы а а А ЖЫЗ АМ А А ҚА АЫ А pna 
LL B EE CMS MU ECOSSE 47% ОЦ Ч ВК SEOUL е зае MEA: Bog E АЯ 


ПІСТЕ BEN] 


f 
к 
+ 
' { 
} 
і 
З “ 4 
у Y y say » v» ` 
wY | ‘ 
1 E + TEE МА еу 52, ue CS У ^ Kb Wd bis А 
P ^. I x 4 ^) i % ‘a ыш, E лық 
ды ызы ы o a S ҮР? MAECEN S vr aai bai е b daa ghiro Dih D ЖТ кемеде 
анан ыы аны ЧАНКА, КЕРА ДАН Аа ық ааа аа ат аттады МАКАН Өң 
AE EE ' Bitoni р | | Н | É Rn 
Р ) р | 
А | 
+ ъ 
- à 
rl 








UNCLASSIFIED/IFOUO 


- DIQG Section 9: 
Positive Foreign Intellgence 





- Pose — intelligence (PFI) collection in he FBI is a 
requirements-based activity 





+ Under the AGG-Dom, there are two categories of “authorized 
activity’ under which PFI may be collected: 


- a (non-predicated) Assessment relating to "a matter of foreign 
intelligence interest" responsive to Fl requirements 


- a Full Investigation predicated on an Fl requirement 
- Both must be requirements-based and approved by FBIHQ DI 


* |noollecting Fl, the FBI will generally be guided by nationally- 
determined intelligence requirements, including the National 
Intelligence Priorities Framework and the National HUMINT 
Collection Directives, or any successor directives issued under the 
authority of the Director of National Intelligence 





UNCLASSIFIED//FOUO 


ХЕ А" 
| IER i a 13. 
BILE PES н н 
АКИ 
КА ГІН, 
WA TE Fi 
kang 





Used when a collection capability (source) is established or positively 
identified. 
РН requirement must have been accepted by the FBI as the agency with 
‘primary’ collection responsibility. | 


The authorized purpose must be documented in the spring EC( | WE 


Must be approved in advance by DI, CMS, CPMU - Files opened by the 
Field Office. 


Sensitive PFI matters require field office CDC review, SAC approval & CMS 
Section Chief approval. 


Unique PFI file number for each DI, CMS, CPMU approved PFI 
requirement. 


Approval EC from CPMU will contain explicit directions regarding the 
approved PFI investigation title, requirement, etc. 


No duration limit for PFI full investigations. 


UNCLASSIFEDIFOUO 








UNCLASSIFIED//FOUQ 


Privacy Act / USPER Considerations 















' pr i 5 " аи toeon -i - itis is about a foreign p power s 
capabilities, intentions or activities... 

- Avoid identifying individuals (USPERS) in PFI files unless ID is 
essential to satisfy the collection requirement. 

- |f you must ID U.S. persons (covered by the Privacy Act) limit 
any/all identifying info to basic identifiers. 

- |f you must ID U.S. persons (covered by the Privacy Act) do not 
Index the person in ACS. 

- Utiize| ог a Type 5 assessment to record information about 
prospective or potential sources, etc. 
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* Should Indianapolis open a PFI Assessment: 
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FBIHQ DIOG Training 
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Course Overview 


Overall Training Objective: 

Provide an instructional foundation on the DIOG 
and then apply the knowledge gained by using 
hypothetical examples and scenarios. Upon 
completing this course of instruction you should 


have a firm grasp of the concepts and principles 
underpinning the DIOG. 
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Course Overview 


Participation Standards: 
Questions are welcome; however, if your question is about a specific 
set of facts that may divert the training objective, please direct your 


question to one of the Training team members at a break for a 
response. 


During the scenario exercises, participants will be called upon to 
provide their response to particular facts or circumstances. Each 
Unit/Section should select a representative to speak for the 
Unit/Section and rotate that responsibility among the group. The 
scenarios are meant to prompt discussion, but the presenters must 
keep the scenario moving forward. Please understand that everyone 
may not be able to voice their perspective in the group setting. Keep in 
mind there may be several avenues to reach the same. justified. 
conclusion. You may use your handouts and training aids to inform 


Vout decision. 222 2222. 
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UD Course Overview 


Course Completion: 


«You must complete the entire mandatory 16.5 hours of training. You 
must score an 80% or higher to pass. You will be notified of your score 
via e-mail. If you do not pass the first time, you will be permitted to 
take the test again. 


‘Please annotate on the attendance sheet your presence at the training 
if you pre-registered. If you did not pre-register, please print.your 
name, division, and the items requested on the attendance roster. 


* After the course is complete, you will be receiving a survey e-mail 
containing questions that will test your knowledge and understanding 
of the material presented. The test is open book. 
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AGG-Dom: 
Overview 
Provides ability to FB! authorities to be more proactive 
and preventative, and the flexibility to deal with complex 

threats that do not fall neatly into individual programs 


Provides clarity and improves compliance by combining 
several sets of guidelines into one consistent set of 
guidelines 


Removes discrepancies, sets uniform rules for criminal, 
national security, and foreign intelligence collection 
cases. Each program will have a program-specific policy 
guide (PG) 
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“ұз AGG-Dom: 
Overview 


Reduces reporting requirements, particularly in the 
national security area 


Recognizes Special Events and Domain Management as 
: part of the FBl's mission 


Recognizes the FBI’s obligation to provide investigative 
assistance and joint operational support to other 
agencies, including the U.S. intelligence community 


Creates a new category outside of predicated 
investigations named “Assessments” 
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Policy Environment for Domestic Operations 


AG GUIDELINES (AGG-Dom) 


Apply to domestic national security and criminal investigative activities, including 
interagency coordination and intelligance analysis. 


Program Policy Implementation Guides 


Program [| Program 
Guido Guide 
Program 
Guide 


"eur 
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ту ООС Section 1: 


Scope & Purpose 


* DIOG applies to all investigative and intelligence 
collection activities conducted by the FBI 
— within the United States 
— in the United States territories 


— outside the territories of all countries 
e DIOG does not apply to investigative and intelligence 
collection activities of the FBI in foreign countries 
— governed by AGGs for Extraterritorial FBI 
Operations (national security and criminal) 





ЖЕГІ 





UNCLASS!FIED/FQUO 


DIOG Section 1: 
ocope & Purpose 


The primary purpose of the AGG-DOM and the DIOG is to 
standardize policy so that criminal, national security and foreign 
intelligence investigative activities are performed in a legal and 
consistent manner 


The DIOG replaces numerous FBI manuals, electronic 
communications, letterhead memoranda and other policy 
documents. The DIOG is located on the Corporate policy Office 
(CPO) Policy and Guidance Library web site 


The changes implemented by the DIOG better equip you to protect 
the people of the United States against crime and threats to the 
national security 


The DIOG stresses the importance of oversight and self-regulation 
to ensure compliance 


Ж УХ а» деа, 
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E: DIOG Section 2: 
ts General Authorities & Principles 
* The AGG-Dom replaces six guidelines: 

— The Attorney General’s Guidelines on General Crimes, 
Racketeering Enterprise and Terrorism Enterprise Investigations 
(May 30, 2002) 

— The Attorney General’s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (October 31, 
2003) * 

— The Attorney General’s Supplemental Guidelines for Collection, 


Retention, and Dissemination of Foreign Intelligence (November 
29, 2006) 
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DIOG Section 2: 
_ бепега! Authorities С ИОА 


ER 


The AGG-Dom also replaces: 


— The Attorney General Procedure for Reporting and Use of 
Information Concerning Violations of Law and Authorization for 
Participation in Otherwise Illegal Activity in FBI Foreign 
Intelligence, Counterintelligence or International Terrorism 
Intelligence Investigations (August 8, 1988) * 


— The Attorney General’s Guidelines for Reporting on Civil 
Disorders and Demonstrations Involving a Federal Interest (April 
5, 1976) 

— The Attorney General's Procedures for Lawful, Warrantless 
Monitoring of Verbal Communications (May 30, 2002) (only 
portion applicable to FBI) 
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. DIOG Section 2: 
_ General eS) & ШЕ 


“Note: Regarding Extraterritorial ЕВГ S Operations, the 
AGG-Dom did not repeal or supersede certain portions 
of the prior guidelines (marked * in prior slides). These 
national security extraterritorial portions continue to 
remain in effect pending the approval of new Attorney 
General's Guidelines for Extraterritorial FBl Operations 
for both national security and criminal investigations. 


Additionally, the classified Attorney General Guidelines 
for Extraterritorial FBl Operations and Criminal 
Investigations (1993) continue to remain in effect 
pending approval of the new guidelines. 
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DIOG Section 2: 
General Authorities & Principles 


The FBI is authorized to: 
* Conduct investigations and collect evidence (criminal and national 
security) and collect foreign intelligence (AGG-Dom, Part 11) 


Provide investigative assistance to federal, state, local, fribal, and 
foreign agencies (AGG-Dom, Part Ill) and (DIOG Section 12) 


Collect information necessary for and conduct intelligence analysis & 
planning (AGG-Dom, Part II & IV) and (DIOG Section 15) 


Retain and share information (AGG-Dom, Part VI) and (DIOG Section 
14) 
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^33 DIOG Section2: 
<2" General Authorities & Principles 


The word “Assessment” has two distinct meanings: 
¢ The AGG-Dom authorizes as an investigative activity 
an “assessment” which requires an authorized 


purpose and objective as discussed in DIOG Section 
5. 


• The U.S. intelligence community uses the word 
“assessment” to describe written intelligence products 
as discussed in DIOG Section 15.7.B. 
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DIOG Section 2: 
LE Аче 8 СИ 


° ‘The FBI i is an intelligence agency as well as a law 


enforcement agency 


The FBI is authorized to engage in intelligence 
analysis and planning, using all lawful sources of 
Information: 


— development of overviews and analysis 


— research and analysis to produce reports and 
assessments 


— operate intelligence systems that facilitate and 
support investigations through ongoing compilation 
and analysis. of data and information 
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at DIOG Section 2: 
2 General Authorities & Principles 


° The FBI is the "lead federal agency" i in the following 
areas: 


— Federal Crimes of Terrorism (listed in DIOG Section 
2.4.C) 


— Other non-Terrorism federal crimes (listed in DIOG 
Section 2.4.D) 


— Counterintelligence and Espionage (listed in DIOG 
Section 2.4.F) 


— Criminal Investigations (some listed in DIOG Section 
2.4.G; see also CID PGs) 
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DIOG Section 2: 
General Authorities & Principles 
Departures from the AGG — Dom: 
In Advance: FBI Director, Deputy Director, or EAD 
(NSB or Criminal Cyber Response and Services 


Branch) must approve with notice to the General 
Counsel. 


In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as 
practical to Director, Deputy Director or EAD with 
notice to General Counsel — OGC must keep records 
of all departures to advise DOJ, as required. 
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£m: DIOG Section 2: 
sie General Authorities. & Principles — 
Departures from the DIOG: 
In Advance: Appropriate substantive AD or DAD must 


approve with notice to the General Counsel or appropriate 
Deputy General Counsel (DGC). 


In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as practical; 
SAC or HQ Section Chief must provide written notice to 
appropriate substantive AD and the General Counsel. 
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DIOG Section 2: 
General Authorities & Principles 


The AGG-Dom and DIOG apply to all FBI domestic 


investigations and operations conducted by “FBI 
employees” — defined as: 

* applicable support personnel 

* intelligence analysts 

* special agents 

* task force officers (TFO) 

* detailees 

¢ FBI contractors 

e confidential human sources (CHS) 
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DIOG Section 2: 
General Authorities & Principles — 


Authorities of an FBI Special Agent: 
1. 


Investigate violations of the laws, including the criminal drug laws, of 
the United States (21 U.S.C. § 871; 28 U.S.C. §§ 533, 534 and 535; 
28 C.F.R. § 0.85) 


. Collect evidence in cases in which the United States is or may be a 


party in interest (28 C.F.R. § 0.85 [a]) as redelegated through 
exercise of the authority contained in 28 C.F.R. § 0.138 to direct 
personnel in the FBI 


. Make arrests (18 U.S.C. §§ 3052 and 3062) 
. Serve and execute arrest warrants and seize property under warrant; 


issue and/or serve administrative subpoenas; serve subpoenas 
issued by other proper authority; and make civil investigative 
demands (18 U.S.C. §§ 3052, 3107; 21 U.S.C. § 876; 15 U.S.C. § 
1312) 
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DIOG Section 2: 
General Authorities & Principles 


~ Authorities of 2 an 1 FBI Special Agent (cont. y mM 


5. Carry firearms (18 U.S.C. S 3052) 

6. Administer oaths to witnesses attending to testify or 
depose in the course of investigations of frauds on or 
attempts to defraud the United States or irregularities or 
misconduct of employees or agents of the United States 
(5 U.S.C. § 303) 

7. Seize property subject to seizure under the criminal and 
civil forfeiture laws of the United States (e.g., 18 U.S.C. §§ 
981 and 982) 


8. Perform.other duties imposed by law 


eves she 
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z^ DIOG Section 2: 
I General ad & Principles 


The AGG- Dom did not limit other authorized FBI 
activities, such as: 


¢ Conducting background checks and inquires 
concerning applicants and employees under federal 
personnel security programs 

* Maintenance and operation of national criminal 
records systems and preparation of national crime 
statistics | 

* Forensic assistance and administration functions of 
the FBI Laboratory 
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DIOG Sectian 3: 
FBI’s Core Values 


The FBI’s Core Values are: 


Rigorous obedience to the U.S. Constitution 
Respect for the dignity of all those we protect 
Compassion 

Fairness 

Uncompromising personal integrity and institutional 
integrity 

Accountability by accepting responsibility for our 
actions and decisions and their consequences 


Leadership, by example, both personal and 
professional 


ҒҒ 
icii 
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DIOG Section 3: 
Compliance _ 


Everyone’s Responsibility: 


* To learn and understand the laws, rules and 
regulations that govern their activities 

* To fully comply with all laws, rules and regulations 
governing investigations, operations, programs and 
activities 

* Toreport to proper authority any known or suspected 
failures to adhere to the law, rules or regulations 
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DIOG Section 3.2: | 

e DD is the proponent of the DIOG and subordinate 
implementing procedural directives and specific policy 
implementation guides (PGs) 

* DD has oversight of DIOG compliance, monitoring 

- and auditing processes 

e DD has responsibility for DIOG training 

¢ DD, through the Corporate Policy Office (CPO), will 
ensure the DIOG is updated one year from 
implementation, and every three years thereafter 


UNCLASSIFIEDIFOUO 
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“aS ООС Section 3: Special Agent, Intelligence 

ОҚЫР Analyst, Task Force Officer, FBI Contractor, 
апа Others - Roles and Responsibilities 


DIOG Section 3. 3: 

e Comply with AGG-Dom and DIOG standards for 
initiation, conducting, and closing investigative 
activity; collection activity; or use of an investigative 
method 
Obtain training on DIOG standards relevant to their 
position and perform activities consistent with those 
standards 
Ensure all investigative activity complies with all laws 
and policy 
Identify victims, offer FBI assistance, and furnish 
information to the FBI Victim Specialist 


му м 
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DIOG Section 3: Special Agent, Intelligence 
Analyst, Task Force Officer, FB! Contractor, 


| and Others - Roles and I Responsibilities 


(Continued - DIOG Section 3.3) 

* Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process 

e Conduct no investigative activity solely on the basis of 
activities protected by the 1% Amendment or solely on 
the basis of race, ethnicity, national origin or religion 
of the subject 


* Report non-compliance to the proper authority 


н Саза | 
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* 123 DIOG Section 3: 


M Misi MS and bi di ея ЕЕ 


DIOG Section 3. 4. A - “Supervisor Defined: 


* Field Office or FBIHQ personnel, including: SIA, SSA, 
SSRA, UC, ASAC, ASC, SAC, DAD, AD, ADIC, and 
EAD 
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DIOG Section 3: 
БШ Roles and Кезропзонез 


DIOG Section 3. 4. в - Supervisor Responsibilities: 


* Determine whether the DIOG standards are satisfied 
for initiating, approving, conducting and closing an 
investigative activity, collection activity, or 
investigative method 
Ensure all investigative activity complies with all laws 
and policy 
Obtain training on DIOG standards relevant to their 
position and conform their decisions to those 
standards 
Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process 
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DIOG Section 3: 
БСД Roles and Responsibilities 


Continued DIOG Section 3.4. В - Supervisor | 


Responsibilities: 


e If encountering a practice that does not 
comply with the law, rules, or regulations, the 
supervisor must: 


— 1. report that compliance concern to the 
proper authority 

— 2. take action to maintain compliance, 
when necessary 


e Ensure no retaliation or adverse action is 
taken against persons who raise compliance 
concerns 
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DIOG Section 3: 
^ Supervisor Roles and ыы 


DIOG Section 3.4.C - Supervisory Delegation: 


* Any DIOG requirement imposed on a Supervisor may be 
delegated/performed by a designated Acting, Primary, or Secondary Relief 
supervisor as indicated below, unless specified otherwise by federal 
statute, EO, PD, AGG, FBI Policy or any other regulation. 


— Supervisor may delegate authority to a supervisor one level junior to 
himself/herself (e.g. SAC to ASAC; or SC to Assistant/SC) 


* Must identify the task delegated 

* Must identify the supervisory position given approval authority 
* Must be in writing 

* Must be retained appropriately 


— Higher level Supervisors in the same chain-of-command as the original 
supervisor may approve a particular activity without written delegation 
documentation 


UNCLASSIFIED//FOUO 
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. DIOG Section 3: 
_ Зирегивог АЫ апа ЕЕЕ 


рос Section 3. 4. р - Investigative File Reviews: 


* Conducted by full-time supervisors or primary relief supervisors 
with subordinates 


— (other relief supervisors must have written SAC authority to 
conduct) 


Conducted with all Agents, Resident Agents, TFOs, analysts, 
detailees, and FBI contractors, as appropriate 


Conducted in-person or by telephone when necessary 
Conducted in private 
Documented/noted on ACS ICMC report, FD-71 or Guardian 


Conducted at least every 60 days for Probationary Agents, 
recommended every 30 days 
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UNCLASSIFIED'FOUO 


^X DIOG Section 3? 
=“ Supervisor Roles and Responsibilities 


Assessment Justification/File Reviews: 
¢ Conducted for every 30 day period for Type 1 and 2 Assessments 
— (with 10 additional days to complete and document) 
* Conducted for every 90 day period for Type 3, 4, and 6 Assessments 
— (with 30 additional days to complete and document) 
* Supervisor Must: 


— Evaluate progress made toward the achievement of authorized 
purpose and objective 


— Ensure activities that occurred during prior period were appropriate 


- Determine whether it is reasonably likely that information may be 
obtained that is relevant to the authorized objective — thus 
warranting an extension for another 30/90 day period 


— Determine whether adequate predication has been developed to 
open a predicated investigation 


— Determine whether the assessment should be terminated 


i. 5 › ` ^u : 
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UNCLASSIFIED/FOUO 


DIOG Section 3: 
Supervisor Roles and Responsibilities 


Predicated (Preliminary and Full) Investigation File Reviews: 
* Conducted for every 90 day period 
— (with 30 additional days to complete and document) 
e Supervisor Must: 


— Evaluate progress made toward the achievement of authorized . 


purpose and objective 

— Ensure activities that occurred during prior period were 
appropriate 

— Determine whether it is reasonably likely that information may 
be obtained that is relevant to the authorized objective — thus 
warranting an extension for another 90 day period 

— Determine whether adequate predication has been developed 
to open/or continues to justify a predicated investigation 


UNCLASSIFIED/FQUO | E 
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UNCLASSIFIEDFOUO 


„йы ШОС Section 3: 
=<“ Unaddressed Work 


Note: the FD-71 provides a new mechanism to 
assign an Assessment to an electronic Unaddressed Work File 


in the appropriate classification 


UNCLASSIFIED//FOUO 


DIOG Section 3: 


CDC's Role and Responsibilities: 

1. Must review all Assessments, Preliminary Investigations 
(РІ) апа Full Investigations (FI) that involve a "Sensitive 
Investigative Matter" (SIM) 


2. ,Must review particular investigative methods as 
mandated by DIOG Section 5 and 11 


3. Requirements imposed on the CDC may be performed 
by an Associate Division Counsel, Legal Advisor, or 
designated Acting CDC. All delegations must be in 
writing and retained appropriately. 


USE Ree 
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UNCLASSIFIED'F OUO 


-T DIOG Section 3: 
=<“ CDC Roles and Responsibilities 


CDC Determinations: 


The primary purpose of the CDC’s review is to ensure the 

legality of the actions proposed. In this context, the review 

includes a determination that the: 

Investigative activity is not legally objectionable (can be overruled 

by OGC) 

— Activity is not based solely on the exercise of 1st Amendment 
rights or on the race, ethnicity, national origin or religion of the 
subject 


The investigation is founded upon an “authorized purpose” 
(Assessments) or have.adequate factual predication (Preliminary 
and Full) 


e  Advise.as to the "wisdom" of the proposed action 





UNCLASSIFIED//FOUO 


UNCLASSIFIED//FOUO 


Тар DIOG Section 3: 
< CDC Roles and Responsibilities — . . 1] 
Continued: CDC Determinations 

The CDC’s determination is based on facts known at the 

time of the review and recommendation. 


The CDC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain intact after additional facts are 
developed. 


BENE Sco 
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DIOG Section 3: i 
OGC Roles and Responsibilities 


OGC Role: In coordination with the DOJ NSD, the OGC is responsible for 
conducting regular reviews of all aspects of FBI national security and 
foreign intelligence activities. 


The primary purpose of the OGC's review is to ensure the legality of the 


actions proposed. These reviews, conducted in the field offices and in HQ 
Units, broadly examine such activities for compliance with the AGG-Dom 
and other requirements. In this context, the review includes a determination 
that the: 

* Investigative activity is not legally objectionable (Activity is not based 
solely on the exercise of 1** Amendment rights or on the race, ethnicity, 
national origin or religion of the subject) 

The investigation is founded upon an "authorized purpose" 
(Assessments) or have adequate factual predication (Preliminary and 
Full) and meets the standards in the:DIOG 


Advise as to the "wisdom" of the proposed action 
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- f^ DIOG Section 3: 
w^ OGC.Roles and Responsibilities — 


Continued: OGC Determinations 
е Тһе OGC's determination above is based on facts 
known at the time of the review and recommendation. 


* The OGC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain in tact after facts are 
developed 


UNCLASSIFIEDIF OUO. м 
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UNCLASSIFIED/FOUO 


E] 


“gy DIOG Section 3: 


Other Roles and Responsibilities 


CPO = Corporate Policy Office: Oversight and Implementation of 
the DIOG; Report compliance risks to OIC (DIOG Section 3.7) 


OIC = Office of Integrity and Compliance: Identify compliance risk 
areas, adequacy of policy and training programs, monitor DIOG 
compliance (DIOG Section 3.8) 


DCO = Division Compliance Officer: One identified in each Field 
Office to assist the OIC to identify potential non-compliance risk 
агеаз and report them to proper authority and OIC (DIOG Section 


PM = Program Manager: HQ entity that identifies, prioritizes, and 
analyzes compliance risks and takes appropriate corrective action 
(DIOG Section 3.9) 
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DIOG Section 4: Privacy and Civil 


xe Liberties, and Least Intrusive Methods - 


Responsibility to protect the American public, not only from 


crime and terrorism, but also from incursions into their 
constitutional rights; accordingly, all investigative activities 
must fully adhere to the Constitution and the principles of 
civil liberty and privacy. 


Provisions of the AGG-Dom, other AG guidelines, and 
oversight from DOJ components, are designed to ensure 
FBI's activities are lawful, appropriate, and ethical, as well 
as effective in protecting civil liberties and privacy. 


DOJ and FBI’s Inspection Division, Office of Integrity and 
Compliance, the OGC, other Bureau components, and 
you share responsibility for ensuring the FBI meets these 
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods 


e No investigation or assessment can be commenced 
based solely on race, ethnicity, national origin, religion of 
the subject or the exercise of First Amendment rights. 


Corollary to this AGG requirement is the Privacy Act, 
which states that each agency that maintains a system 
of records shall “maintain no record describing how any 
individual exercises rights guaranteed by the First 
Amendment unless expressly authorized by statute or by 
the individual about whom the record is maintained or 
unless pertinent to and within the scope of an 
authorized law enforcement activity. 5 U.S.C. 
552а(е)(7). 


UNCLASSIFIED/FOUO 
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«1:3 DIOG Section 4 Scenario 


b2 
b7E 
What can you do with this information? 
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DIOG Section 4 Scenario 


b2 
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DIOG Section 4: Privacy and Civil 
Liberties, and-Least-Intrusive Methods 


FIRST AMENDMENT RIGHTS: 


Individuals or groups who communicate with each other or with 
members of the public in any form in pursuit of social or political 
causes—such as opposing war or foreign policy, protesting government 
actions, promoting certain religious beliefs, championing particular local, 
national, or international causes, or a change in government through 
non-criminal means, and actively recruit others to join their causes— 
have a fundamental constitutional right to do so. An assessment may 
not be initiated based solely on the exercise of these First Amendment 
rights. If, however, a group exercising its First Amendment rights also 
threatens or advocates violence or destruction of property, an 
assessment would be appropriate 
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UNCLASSIFIED/FOUO 


НОГИ "a 


FIRST AMENDMENT RIGHTS (cont.): 


No investigative activity, including assessments, may be 
taken solely on the basis of activities that are protected by 
the First Amendment or on the race, ethnicity, national 


origin or religion of the subject. 


If an assessment or predicated investigation touches on or 
is partially motivated by First Amendment activities, race, 
ethnicity, national origin or religion, it is particularly 
important to identify and document the basis for the 
assessment with clarity 


UNCLASSIFIEDIFOUO | 
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“a DIOG Section 4: Privacy and Civil | 
<:7 Liberties, and Least Intrusive Methods ~ 


All activities must be consistent with the Attorney General’s 2003 
Guidance Regarding the Use of Race by Federal Law Enforcement 
Agencies (forbids the use of racial profiling and requires activities 
involving the investigation or prevention of threats to the national 
security to comply with the Constitution and laws of the United States) 


The DIOG stresses several points in each section: 


¢ No investigation or assessment can be commenced based solely on 
race, ethnicity, national origin, religion, or exercise of First 
Amendment rights 


The FBI must use the least intrusive method that is feasible under 
the circumstances 

Іп connection with Foreign Intelligence collection, agents must 
operate openly and consensually with U.S. Persons, to the extent 
practicable 


* Allinvestigative activities must have an “authorized purpose” 
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UNCLASSIFIED!FOUO 


DIOG Section 4: 
Use of Race or Ethnicity 


DIOG Guidance on use of Race or Ethnicity 
As to individuals: 
1. Permits the consideration of ethnic and racial identity 


information based on specific reporting; 


2. The race or ethnicity of suspected members, 

associates, or supporters ofan ethnic-based gang or criminal 
enterprise may be collected when gathering information about or 
investigating the organization; or 

. Ethnicity may be considered in evaluating whether a subject is— 
or is not—a possible associate of a criminal or terrorist group that 
is Known to be comprised of members of the same ethnic 
grouping—as long as it is not the dominant factor for 


focusing on.a.particular person 
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4 DIOG Section 4: 
<7 Use of Race or Ethnicity 


DIOG Guidance on use of Race or Ethnicity 


As to a community: 
1. Collecting and analyzing demographics — if these locations will 
reasonably aid the analysis of potential threats and vulnerabilities, 
and, overall, assist domain awareness 
2. Geo-Mapping ethnic/racial demographics — if properly collected 


3. General ethnic/racial behavior — cannot be collected, unless it 
bears a rational relationship to a valid investigative or analytical need 


4. Specific and relevant ethnic behavior 
5. Exploitive ethnic behavior — by criminal or terrorist groups 
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DIOG Section 4: 
Least Intrusive Investigative Method 


The AGG-DOM and the DIOG require that the 
"least intrusive" means or method be 
considered and, if operationally sound and 
effective, used to obtain intelligence or 
evidence in lieu of a more intrusive method 


UNCLASSIFIEDUFOUO 
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aime DIOG Section 4: Privacy and Civil Liberties, 
s: and Least Intrusive Methods 


А " И Улуу RET 


By emphasizing the use of less intrusive 
means, employees will be able to balance: 


Our need for evidence/intelligence 
VS. 


Mitigating potential negative impact on the privacy and civil 
liberties of people/public 
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Items to consider when determining the relative intrusiveness of 


UNCLASSIFIED//FOUO 


DIOG Section 4: Privacy and Civil Liberties, 
and Least Intrusive Methods 


m 


Primary factor in determining “intrusiveness”: 


* The degree of procedural protection that the law and the 
AGG-DOM provide for the use of the particular method. 


— Examples of "more intrusive" methods: Search 
Warrants, wiretaps, UCOs 


— Examples of “less intrusive” methods: checks of 
government databases, state or local criminal record 
checks, commercial databases, interviews 


UNCLASStIFIED/FOUO 


DIOG Section 4: Privacy and Civil Liberties, 
and Least Intrusive Methods 


an investigative method: 

Is method permitted prior to the initiation of an assessment? 
Is the method relevant to the assessment or investigation? 
Will the information collected or obtained likely further the 
investigative objective? 

. What alternatives exist for gathering the same information? 
Are those alternatives relatively less intrusive? 
What time span is involved in using the investigative method ` 
(days, weeks, months)? 
What confidence level is associated with the information 
gathered using the investigative method? 
Will the method resolve a pending investigative issue quickly? 





| а D 


TUNES Miei. a S RETRO rnm rra ee m m = эша лалы қал. а... m ME Rt EE аач = 


27 





UNCLASSIFJIEDZF OUO 


DIOG Section 4: 
Re] Intrusive пуезёдайуе Method 


Factors to Determine “Intrusiveness”: 
1. Nature of the information sought 
2. Scope of the information sought 


3. Scope of the use of the investigative 
method 


4. Source of the information sought 
5. Risk of public exposure 


 UNCLASSIFIED/FOUO 


UNCLASSIFIEDI/FOUO As of February 20, 2009 


DIOG Section 5 &11: Investigative Methods 


ume TEM дї ee ео ee 
Indicates methods ~ = ^: ynder a particular operational activity; Sirer s indicates mothods wonti 


ERE E ATEN, EEE, ВА ир кыекы M EE 


Obtain publicly avaltable information 
Access and examine FBI and other DOJ records, and obtain Information from any FBI or DOJ personnel 


Access and examine records maintalned by, and request Information from, other federal, state, local, tribal, or foreign е entities or 
agencies 


Use ontine services and resources (whather nonprofit or commercial) 

Use and recruit human sources In conformity with AG Guidelines Regarding tha Use of FBI Confidential Human Sources 
interview or request Information from members of the public and private entitles [includes protextual Interviews] 

Accept formation voluntarily provided by govammental or privata entitias 

Engage in observation or surveillance not requiring a court order 

Mall covers 


Physical searches of personal or real property where Вы ыы 
of privacy {e.g trash covers) 


Consensual monitoring of communications, тата. is subject to lagal review by the GDC or the FBIOGG. 
Whors a sensitlve monitoring circumstance Es Involved, monitoring must be approved by the Criminal Division or, if the investigation concems 
foreign intelligence or a threat to the national security, by the National Security Division. 

Use of closed-cireuit television, direction finders, and other monitoring devices, subject to legal raview by tha COC or FBI OGC 

Polygraph examinations ~ 

‘Undercover operations 


Compulsory process as authorized by taw, including Federal Grand ay and other subpoenas and National інші (Federal Gand duy a 
subpoenas for telephone and electronic mail subscriber records can be used during type $ and 2 Assessments only) Қы 


Accessing stored wire and electronic communications and transactional records 
Usa of pen registers and trap and traca devices 
i Efectonk surveillance 


aaj Foreign intetigonce collection under Tita Vil of FISA i ; 
P BÉ Physical searches, Including mall openings, whem a warant or court order Is legally required because there is an expectation of privacy a 
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Investigative Methods/Approvals Chart 
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Approval Levels for Assessments ond Prediested Invesngadons 
Authorized Method and DiOG Relerence* Foreign Ini siens 
Tatlong a UCE to atend areloous cenvice Net Permmed А АВР о. 
Physical survedlanco cl a person or group 


(Солай the DOG for handheld photo and video 
survellance wth no reatonable expectation of — eem et 


р2 
ӨЛЕ 


Access and oxaming FEI and other Department of 
Justice (DOJ) records, and obtain information from 
any FBI or ether DOJ personnel 


Access and exameno records maintained by, and 
request information from, other federal, state, local, or 
tribal, or foreign governmental erties or agencies |- 


None Required except for contact with None Required except for contact with represented None Required except for contact wth 


Interview of request information from members of the ee ete Wie ous. persons, members of U.S, Congress, or thsi staffs, represented persons, members of U.5, 
pubie and prvata entities 


personnel, or other substantive dhision 


Accept information voluntarily provided by 
governmental of ptivate entties 


Use and recrud human sources „Nona Required (tize и и None Required (uiize Deka) 
Tasiang a CHS to attend a religious cenica 7" SÁG Approval SSA Approval т” 


Federal Grand Jury subpoenas for telephone or US Attomey Office Approyal US Attorney ee Approval Ма Ретов 
electronic mai subscriber information (Type 1 and 2 Assecements Onky} 
Mere | = [= _ 
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Investigative Methods/Approvals Chart 


pprova Levels for ersmentt end Pied 
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consensual conn puter mo SSA 
Consensual ат COC of OGC Review, SAC Apgroval, OO Crimnal] COC or OGC Renew, SAC Approval, OOI , 
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COC review, SAC, and AD and CUORC of UCRC | COC renew, SAC and AO and СЕС (САСО 
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[ave [one and inal cubpoanss | || US Attomey's Office Approval 
ШЕ SAC.ASAC, SSRA, ot Drug Squad SSA 


— M] Nat Permited — "а Рыта ү 


Field Office: COC Review, Fiala Otte: COG Review, ADK or SAG Approval | | | 
Наролаі Securily Letiers KO: Натев пен: 009 ЕАО0 АРА ОА] mapema | |00 ИШ 
стоим GC of Deputy GC-NSLS Approval 
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Directorate of Intelligence 
Geospatial Intelligence Unit (GIU) 








Reference Sheet for the Domestic Investigations and Operations Guide (DIOG) 


This document provides a listing of particular references to Geospatial Intelligence (GEOINT) 
and related matters in the DIOG.! It is nota replacement for reading all relevant portions of the 
DIOG, nor is it legal advice. Any reader is strongly encouraged to review and comply with the 


DIOG in its entirety.’ All legal questions regarding the content of the DIOG should be referred to 
the FBI Office of General Counsel (OGC) or Chief Division Counsel (CDC). 





Subject Reference 
1. Mapping ethnic/racial demographics 4.3 C. 2. b. 
2. FBl employee may produce GEOINT 5.1 


b2 
6. | 
11.10.3 Б. 6.4. 


7. Systematically assessing particular geographic areas 
or sectors | 15.2 В. 1. 


8. Analysis and Planning not Requiring the Initiation of an 


AGG-DOM Part II Assessment | 15.2 c. 
9. Domain Management by Field Offices 15.7 A. 1. 
10. Written Intelligence Products 15.7 B. 
11. United States Person (USPER) Information 15.7 В. 
12. FB] authorized to operate Intelligence Systems 15.7 С. 
13. Definition of Geospatial Intelligence (GEOINT) 15.7 D. 
14. GEOINT Acronym А Appendix F-3 





* Link to the DIOG Table of Contents (TOC). This link will take you to the DIOG Table of Contents 
on the FBI Corporate Policy Office Policy & Guidance Web. 


* The FBI has a long-established commitment to Privacy and Civil Liberties. The DIOG Section 4. 
Privacy and Civil Liberties, and Least Intrusive Methods must be followed. 
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(U) The State of the NS 
EAD-NSB Arthur M. Cummings II 


(U) In early August, I had the opportunity to meet with employees 
from the Baltimore, Norfolk, Richmond, and Washington field offices 
who were at Headquarters for the second major phase of Strategic 
Execution Team training. Among the things I told these analysts and 
agents - who were the first to go through the initial SET rollout back 
in April - is how pleased I am about the pace at which the intelligence 


operations of the Bureau are changing in response to SET guidelines 
and recommendations. | 


(U) As we continue to build capacity and roll out SET, it is incumbent on us to ensure we have 
policies ín place to guide these enhanced capabilities. Now that we are almost a third of the 
way through rolling out the new intelligence operations structure and functions to the field 


offices, I want to address some questions that have arisen about domain management activities 


within field offices, particularly domain mapping. 


(U) The basic concept of domain management is simple: We need to develop a comprehensive 

understanding of the threats and vulnerabilities in each territory, so we can effectively deploy 

resources to support strategies that counter those threats. While we are still fine-tuning the 
policy that governs appropriate intelligence 


un you need to draw on collection and domain mapping, field offices are. 


intelligence requirements to 
articulate what th e threat is (U) In doing so, the most important thing to 


before you start mapping it.” keep in mind is collection must always start with 
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"m unen (U) The State of the NSB 
W d EAD-NSB Arthur M. Cummings II 


(U) In early August, I had the opportunity to meet with employees 
from the Baltimore, Norfolk, Richmond, and Washington field offices 
who were at Headquarters for the second major phase of Strategic 
Execution Team training. Among the things I told these analysts and 
agents - who were the first to go through the initial SET rollout back 
in April - is how pleased I am about the pace at which the intelligence 


operations of the Bureau are changing in response to SET guidelines 
and recommendations. 





(U) As we continue to build capacity and roll out SET, it is incumbent on us to ensure we have 
policies in place to guide these enhanced capabilities. Now that we are almost a third of the 
way through rolling out the new intelligence operations structure and functions to the field 


offices, I want to address some questions that have arisen about domain management activities 
within field offices, particularly domain mapping. 


(U) The basic concept of domain management is simple: We need to develop a comprehensive 
understanding of the threats and vulnerabilities in each territory, so we can effectively deploy 
resources to support strategies that counter those threats. While we are still fine-tuning the 
policy that governs appropriate intelligence 
collection and domain mapping, field offices are 
collecting intelligence to understand their domain 
and address emerging threats. l 
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judgments, requirements, and operations. New intelligence comes in that indicates there is a 

threat. That intelligence is analyzed, and judgments are made about the threat to U.S. national 
security. Then we distill the intelligence down to collection requirements and start collecting. 
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сш Areas of Focus 


* Executive Production 
* GEOINT Analysis 
e Standards, Policy & Administration 


* Data Identification & Systems 
* [raining & Development 


* Operational Support 
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FBIHQ Executive Management 


. * Director's Office 
| - Director's Travel Book 
— Presidential Daily Brief 
Director's Strategic Briefing 
SAC Conference 
AEAD Mullen Targeting Brief 
* Brief to Undersecretary of Defense for 
Intelligence (USDI) 
— 07/29/2009 
* Briefings to AD’s Favreau & Reinhold 


* Investment Management Board (IMB) 











* Primary center of GEOINT analysis and 
product creation 


° Leverage internal and external data sets to 
continuously create GEOINT products based 
on FBI priorities. Threats, vulnerabilities and 
gaps will be analyzed visually. 


e Close work and support to Executive 
Production 


* Develop relevant tradecraft, techniques, etc. 
for GEOINT in the FBI 


Identify geospatial relationships of 
significance 


Use GEOINT to better understand threats and 


vulnerabilities to inform investigations, 
analysis and resource allocations 











Provide access to National Level Data sets for 
national threats and vulnerabilities 


* Provide access to National Level Data sets for 
strategic and Tactical Analysis 


* [actical Analysis for priority investigations 
GEOINT Analysis for FBIHQ Units 


* |magery.... 
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ШІ visualize the Domain NEM 
| Foundational datasets (boundaries, topography, demographics, etc.) 













~ Describe/visualize threats and vulnerabilities within the Domain 
| Use available data to show specific activities, events, and areas of interest 








Analyzelevaluate threats and vulnerabilities within the Domain 
Regression Analysis, Data Modeling, Predictive Analysis 


Develop 1000 conclusions to support Domain Management 
d ira 'eal i Prio ‘tization, ШШЩ i ty Awareness, is, Resource Allocati on 
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* Develop and implem 


standards within the FBI for 


GEOINT products 


* Quality control on F 
GEOINT products, 


* Legal and regulatory matters 


for GEOINT in the FB 


“ Close coordination with the 


FBI Office of Genera 
Counsel (OGC 


* Develop and Implement 
Imagery Policy tor the FBI 
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* Expertise and zealous advocacy for the 
development of IT hardware and software 
. solutions that match user requirements for 
GEOINT in the FBI 


° 640400 presentation to follow № 
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* Enterprise wide technology application 
- FBI web-based mapping application 
- Modeled after NGA's Palanterra X3 
- Manage, Manipulate, Query and display geospatial data 
* Multiple Data Sources 
* Robust Requirements Process 
* Analytical Tools 
- Routes, Drive Time, etc. 
- Buffers 
* Data Sharing 


* |magery! 
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• [raining Accomplishments 
— As of 05/26/2010: 





: | (ЕНІ Personnel trained for FBI Basic » 
j GEOINT vs 
-| Jtrained in FY 2010 


° || external training opportunities in FY 2010 
-| ESRI, Universities, etc. 

На College 

- | [NGA Analyst Exchange 


* Daily Technical Support to the field and 
FBIHQ 


* GÍA position 
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* Guardian/eGuardian 
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* National Strategic Maps |. * Financial Transactions 
— Risk Based Planning 
РОВ 


¢ Network Analyst/Tracking Analyst 


* [BI Data 





* (anvass 
— Narrow down interview area 
— Narrow down interview list 
* Travel (CONUS & OCONUS) ° Imagery 
=  Analvze travel patterns 
— Route Analysis 
— Determine destinations of interest — | 
- Population densities as a relevant * Communications Analysis 
factor 
e Confidential Human Sources 
— Source coverage 
- Reporting areas 
— Gaps in reporting 
—  Vetung/Validation 





= Historical v. Present 

- Sophisticated Techniques (TIH. 
FISA. cte.) 
Division/County/Address views 





